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Abstract— As broadband Internet access becomes more from the fact that the bandwidth of the network is not
widespread, demand for rich multimedia content will unlimited and hence must be managed appropriately
increase significantly. When this trend is coupled with the petween the competing users of the network. While
point-to-point nature of the Intemnet, it is only natural that  \5rjoys architectures such as Differentiated Services
there will be an increase in redundant network traffic. (DiffServ) [1] and others [2] offer frameworks for how to

Hence, a wide variety of techniques have been developed . ;
to eliminate redundant traffic in the network ranging provide QoS, an alternative but complementary approach

from multicast to caching. Multicast techniques suffer [OF QOS is to increase the efficiency of the underlying
from deployment issues, while caching techniques offer N€twork traffic (bandwidth conservation). The point-to-
limited benefit for data with close temporal proximity (i.e. point nature of the Internet has created an increasing
streaming). presence of redundant data as the applications using the
In this paper, we present a novel approach, stealth network increase in both scope and scale [3], [4].
multicast, which oﬁersapractical solution for the ad_option Hence, a wide variety of techniques have emerged
of network-level IP muItpast. Ra_ther than focusing on +y increase the efficiency of the network and as a
a global scale such as with previous approaches, Stealthby—product, the QoS as well. The spectrum of ap-

multicast optimizes efficiency on a domain-wise scale. In h f . i f th K
short, stealth multicast dynamically combines redundant proaches range irom an active coupling of the networ

data payloads into virtual groups for multicast transmis- and application (IP multicast [5]-[7] and application-
sion across the domain. At the edge of the domain, the level multicast [8]) to completely transparent approaches
packets are converted back to unicast, thus keeping stealth (packet caching [4], [9] and media caching [10], [11]).
multicast true to its namesake in that neither the user In one extreme, multicast-based approaches rely on the
applications nor the external domain are aware of the application and network working together to maximize
presence of multicast. _ _ efficiency. Multicast achieves its efficiency by providing
.The fea‘“F?S of stealth multicast allow It to be deployed o, 3itemative transport mechanism (the multicast tree)
without requiring changes to the server, client, or external . L .
for the dissemination of data. By presenting an alter-

Internet. Furthermore, QoS impact is strictly limited due . L ) .
to controls and the fact that only packets that are known Native transport to the application, multicast is able to

to be likely amenable to multicasting are queued. Finally, €xploit the close temporal proximity of redundant data

stealth multicast allows the economic benefit of multicast to (i.€. bursts of the same data to multiple users).

be directable, giving ISPs an incentive to deploy multicast.  In contrast to multicast, cache-based approaches do
Index Terms—Multicast, Stealth Multicast, Multicast not require the support of the applications or the network,

Deployment, Network Efficiency, Bandwidth Conservation Put typically operate transparently to the applications
themselves. Even in the case of application-specific

caching, various subtleties of the application protocol are
exploited (DNS re-direction, etc.) rather than changing
the core application itself. Furthermore, cache-based
As the Internet has grown and evolved, the demangls, . hes differ significantly in that they exploit long
on the network have shifted from simple connectivity, ., redundancy of data (i.e. the same data is accessed

o more sophis_ticated demands such as requiremen_tsr;mltiple times) rather than short term redundancy (as in
quality of service (QoS). The need for QoS has ar's‘?ﬁulticast)

. INTRODUCTION

This research was supported in part by the National Science While both approaches have their respec.tiv.e beqefits,
Foundation through the grant CNS03-47392. both approaches have weaknesses that limit their ef-



for multicast transmission across the network. The vir-
tual groups themselves are constructed dynamigally
based on redundant data payloads from the same source
application, and are assembled at tWetual Group
Detection ManagefVGDM). Packets that are amenable

to multicast (which is determined by the background
traffic analysis engine) are queued into multicast groups,
miet  and packets that will not benefit from multicast are im-
“22% mediately forwarded without incurring any extra queuing

Unicast
Zero mods

Unicast
Zero App Mods Multicast
Source Initial domain External INet

Receivers

I i Suins [ Milficasthoador -+ e delay. The notion of stealth comes from the fact that the
entire process itself is hidden and nearly unnoticeable to
Fig. 1. Stealth Multicast - Overview the external Internet. The sequence of events is described

in more detail below.

1) The application transmits packets with the same
data payload to different clients.

2) A digital signature is created for the data payload
that uniquely identifies the data payload [9].

é’,) The main attributes of the packet (packet size,

signature, source IP, and source port) are passed to

a background traffic analysis engine. This analysis

engine is used to determine if a packet is likely

fectiveness. Most notably, multicast suffers tremendous
deployment issues due to its global scale. Although tech-
niques such as application-level multicast (ALM) offset
this issue [12], this is traded for additional delay and
a reliance on rich downstream clients. For cache-base
approaches, the transparency helps with deployment but
offers little or no benefit for redundancy with extremely
close temporal proximity but no long-term redundancy. to benefit from multicast. If not, the packet is not

The contrast of multicast and caching-based ap- ueued and is immediatél for\;varded
proaches to bandwidth conservation introduces the mo—4) ?f the packet is to be queﬁed it is qu-eued into a
tivation for thi r. We pr new protocol . ' .

ation tor this paper. Ve propose a new protoco virtual group that shares the same attributes (packet
for bandwidth conservationstealth multicast which size, signature, source IP, source port) as itself or
provides the deployment simplicity of caching while a ne;W virtual g,roup i cre,ated
handling data with close temporal proximity associated 5) Based on a predefined conditibn being met (group
with multicast. Unlike traditional approaches to multicast size, timer, etc.), the content of the virtual grou
(IP multicast or ALM) that can require cooperation i réleaseoi 0 tﬁé transport mechanism group
among various parties using the service (i.e. application6) If the group size is sufficient, the virtQaI group
support, inter-domain routing), stealth multicast conceals is transmitted via multicast :';n‘ter selecting the
the multicast transport in a domain (or beyond) by appropriate multicast tree. If not, the packets are
dynamically converting packets to and from multicast at forwarded using standard .unicas:t transmission
the edge of the domain. Hence, stealth multicast frees an]) The unique po?tions of each packet are preser.ved
ISP from relying on any external participation to yield as state information. The unique portions include
an immediate, tangible benefit to network performance. the destination 1P aﬁd destination port

The remainder of our paper is organized as follows. . ' . .

. . bap v . 8) The packet is transported across the domain using
Section Il describes the concept of stealth multicast. the underlying transport mechanism (PIM-SSM
Next, Section Il describes the conversion process to [13] or unigas?) P
multicast, the control of multicast tree construction, and ) The packet ar.rives at the earess point for the
other issues associated with stealth multicast. Section IV9 domaFi)n where the packet is cgnverteltoj back to the
discusses the simulations performed and their results. P

Finally, Section V discusses related work and Section original gnlcast packets using the state mfor_matlon
. . for the virtual group. To the external domain, the
VI contains our concluding remarks.

unicast packet is indistinguishable from the packet
that arrived at the VGDM.

Fia. 1l h d model and its fund Stealth multicast can be used for a wide range of appli-
'g. 1 Hllustrates the proposed model and its fun fations including applications that cannot take advantage

mental concepts wherein a server dispatches informat|(g¥noth(_:‘r current multicast approaches. One such appli-
to four separate clients using separate unicasts. The key

component of the mOd?I is the Stealth_ r_nUIticaSt moduleithe virtual group itself may have little or no relation to the
which assembles candidate packets imiidual groups physical group (actual multicast tree).

I[l. STEALTH MULTICAST OVERVIEW



cation is on-line games where end-to-end network-levitle network as well. Although a positive QoS impact
multicast support is not available and/or the strict delagay not necessarily generate criticism, a negative impact
requirements do not permit application-level multicasbn QoS will certainly cause issues with application func-
Other examples might include legacy applications whosenality. However, this principle has an inherent amount
server or client code cannot be modified. Additionallyf flexibility due to the fact that only a ‘noticeable’ QoS
the scale of these applications is only limited by thinpact causes any issues. Due to the fact that QoS is
amount of memory required to queue the packets at thabject to both the perception of the end user and the
VGDM, which will be shown to be quite minimal later inrequirements of the application, it is the prerogative of
the paper. Further scaling constraints such as the MThé network administrator to determine what constitutes a
(due to stealth multicast signalling overhead) may bwticeable QoS impact. For our paper, we define the term
overcome via partitioning virtual groups into multiplenoticeable QoS impadco refer to the end user attributing
stealth multicast packets. the poor network performance to something other than
Critical to the ISP, stealth multicast is a sendefb€ typical variations in Internet traffic behavior.
driven approach to multicast rather than the receivekdditional Benefits: First, stealth multicast removes the
driven approach of network-level IP multicast. Rathdwurdle of application development to reap a benefit from
than changes to the multicast group being controlled lnyulticast. Unlike ALM which requires changes to the
the client or end system, the entire multicast processrver and clients, stealth multicast operates transpar-
(edge router join/leave) is controlled by the VGDMently to the applications, thus co-existing seamlessly
Thus, an ISP can easily assess the resource cost eatter than forcing changes to the application. While
benefit associated with each stealth multicast transmilsis does introduce a tradeoff with regards to accuracy,
sion; a value not easily divined with existing multicasthe removal of a dependency on application development
approaches. Finally, stealth multicast is a domain-wigecreases the immediate appeal of stealth multicast.
solution rather than an end-to-end solution. Thus, stealthSecond, the transparency of stealth multicast allows
multicast is interested only edge-to-edge transport ratlieto be one of the first models to directly address the
than end-to-end transport, which improves deployabilitgconomic incentives for ISP adoption of multicast. Un-

Key Principles: Throughout its operation, stealth mul-!lke existing approaches to multicast where the incentive

ticast adheres to two key principles, nametyternal is almost entirely for the user, the economic benefit of

. . . . stealth multicast is directable. By varying the location
transparencyand negligible QoS impactThe first prin of the VGDM (after the uplink, before the uplink, etc.),

ciple, external transparency, is critical for several rea- ISP can directly control the benefit of multicast.
sons, most notably for the issue of deployment. Stea ) , .
rthermore, since all tree operations are driven by the

multicast changes the problem of multicast deployme\r} DM and occur only on a domain-wise basis, the

to one of a domain-wise problem rather than a global . :
. ; .__ISsues associated with resource management are vastly

problem by virtue of keeping the presence of multicag e . .
. . Simplified. The sender-driven nature of stealth multicast
hidden from the global Internet. Since each domain . T )
. ) makes the cost of multicast distribution immediately

can operate independently (conversions occur at tlbr?own at the ingress, thus simplifying shaping as well
edge of domain), there are no issues with global inter- 9 ' P g ping

operability or the majority of complexities associated” offering the opportunity for efficiency-based pricing.
with correct network-level multicast operation [5], [6],

[14]. In fact, stealth multicast relies on readily available _
intra-domain multicast routing protocols and requires the FOr conceptual purposes, the VGDM can be viewed as

addition of only a few control messages and processifigcollection of COTS hardware dedicated to serving an
at the edge routers for operation. The majority of tH&plink whose traffic can benefit significantly from stealth

processing of stealth multicast can be accomplished f#!lticast. Fig. 2 shows the components involved once the
COTS hardware co-located with the ingress router fBACket arrives at the VGDM which are discussed below.

the domain [9]. Signature Generation: Once a packet arrives at the
The second principle ties into the first principle and#GDM, it is uniquely categorized according to its data
into the stealth of the model itself. If the QoS of theontents. This is done by generating a signature for
user is significantly impacted in either the positive or thiae payload of the data packet (this does not include
negative direction, the fact that stealth multicast is beitige header information of the packet). The signature is
employed may be discernible. A significant QoS changemputed using an MD5 checksum on COTS hardware
may impact the functionality of the applications utilizindg4], [9], which will give a checksum that is sufficient in

Ill. STEALTH MULTICAST OPERATION
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entry that is found is then replaced with the new entry.
If all entries are listed as being amenable to multicast
Fig. 2. Stealth multicast module - basic components then the timestamp of last access is checked until it finds
the first entry with that has been unused for a specified

amount of time. This entry is then replaced with the

_ _ , new entry. If no suitable location for the new entry can

that no two unique packets of the same size wil calcule%% found then no entry is created and the packet will not

fo the same signature. be transmitted by multicast.

Background Traffic Analysis Engine: Once the signa-
ture has been calculated, the pertinent packet informatién Virtual Group Management

(source IP, port, data size, and signature) is sent to thaf the packet is known to be a good candidate for
background traffic analysis engine. This engine is useddalth multicast, it is passed to the virtual group manager
track if a specific source IP and port is likely to producgr placement into virtual groups (queues). The data
packets that will benefit from stealth multicast. This igayloads are uniquely identified by the signature, the
determined by keeping track of if the data from a speciffgacket size, and application source (source IP, source
source IP and port would have been mulitcasted hachtrt). In addition, other potential information for each
been queued. The engine is then queried to determingdfcket such as the DS field (for DiffServ networks)
the packet should be queued for stealth multicast or h%y also be preserved on a packet-wise basis. The
immediately forwarded because it is not likely to beneffackets themselves are queued in the virtual group until
from stealth multicast. an appropriate trigger causes the virtual group to be
When the analysis engine is queried, there are threéigpatched.
possible cases. The first is that the combination of sourceThe triggers for dispatch define the performance (ad-
IP and port have not been seen before. If this is tltional multicast efficiency) as well as the penalty (ad-
case, a new entry is created in the analysis engine atitional queuing delay) introduced by stealth multicast.
the packet is forwarded along under normal unica$he goal is to balance the impact of queuing delay
transmission. The next possible outcome is that thersus the potential benefit derived from the detection
source IP and port are known not to benefit from stealtti additional redundancy for the virtual group. For in-
multicast; again in this case the packet is immediatedyance, if packets are held too long, the end-to-end delay
forwarded using unicast. The final possible outcome iiscrease may be noticeable by the end user. Again, since
the source IP and port are known to be amenable gackets from sources that are not known to benefit from
multicast. multicast are not queued, the impact stealth multicast
The VGDM has a limited number of slots that can bBas on standard unicast transmissions is negligible. The
used to store the information required for the analysigllowing parameters govern the triggers for release of
engine. Due to this limitation, a replacement policy igirtual groups (see Fig. 3):
needed for the entries in the analysis engine. When a new PSW - Packet Scan WidthThe maximum number
entry needs to be created and there are no vacant slots, of packets to scan before the virtual group is re-
the entries are scanned for the first entry for a source that leased. In the event of a new addition to the virtual
is known not to amenable to stealth multicast. The first group, this counter is reset.



Unicast from other sources or applications. The search width may
also be affected by the OS sending the packets as well
Virtual Group as the scheduling mechanisms (application, shaping, etc.)
e leading up to the VGDM.
Size, Checksum The M HT setting allows the network administrator to
bound the delay impact of virtual group detection. The
MHT places a worst case delay on the virtual group
Max Group Min Group detection while the actual delay experienced will depend
Size Size upon the underlying traffic patterns and th8W/PSW
MaxGS MinGS settings. While one could operate using omyHT,
Fig. 4. Virtual group threshold settings the PSW and T'SW allow the virtual group manager
to quickly empty out non-growing (and hence non-
contributing) virtual groups.

« TSW - Time Scan WidthThe amount of time to Overflow: In addition to considering the user QoS
scan before the virtual group is released. Similar {8Pact of the additional queuing introduced by stealth
the PSW, this timer is reset upon the addition of multicast, the system is also subject to the constraint of
new packet to the virtual group. the memory of the VGDM (i.e. the number packets that

« MHT - Maximum Hold TimeThe maximum time ¢an be successfully queued). The worst-case constraint
that a virtual group can exist and hence the maxr the system can be described as follows:
mum time that a packet can sit inside a queue. This
timer is set when the virtual group is started (first LR x MHT LR x MHT
packet) and places a bound on the queuing time, MinGS (Mz’nGS X MinPktSize)

regardless of additions to the virtual group. where LR is the line rate entering the VGDM\/ HT
Once a packet is triggered for release, it is given to the the maximum hold timeMinPktSize is the mini-
transport mechanism for dispatch via multicast or unicaglym packet size for the link, an@H is the storage
(insufficient virtual group membership). Fig. 4 shows thgyerhead related to each virtual group. We assume that

I
New Group | Multicast
I
I
I

effects of the group threshold settings that are discus _ _ LRxMHT
_ ) _Igb | pt g Se9W = MHT and PSW = - LEXMHT_ g ch
In- more detail below: thatT’SW and PST are not a factor and that no packets

« MaxGS - Maximum Group SizeThis parameter are discarded due to filtering. In the worst case, there
forces a group to be dispatched when it passedl only be MinGS clients for each virtual group
a specific size. The intuition is that the groupind packets are held for th&/ HT. Since M HT is
has passed a necessary efficiency and should igerently limited by the end impact on QoS, the actual
dispatched as soon as possible. storage requirement is also limited. For instance, a 1
e MinGS - Minimum Group Sizetn order to be con- Gb/s link with a 5 msM HT, a MinGS of 2, and an
sidered as a candidate for multicast, a group musierhead of 1000 bytes per group would require roughly
meet a certain minimum membership level. Fag MB of storage space.
extremely small virtual groups, it may be simpler However, the storage required by the VGDM will be
to employ separate unicasts. significantly less due to two reasons. The first is, a source
In short, PSW setting governs the search widtthas to be known to benefit from multicasting before data
from the perspective of flow aggregation / virtual groupoming from the source will be queued, otherwise it is
detection (i.e. how mixed is the packet in the incomimmediately forwarded and not stored in the VGDM.
ing aggregate flow) whereas tleSW setting reduces The second reason the storage requirements are kept low
queuing time in the event of idle inputs to the VGDMis that each virtual group is only held fa¢ HT', starting
Intuitively, the closer that the VGDM is to the source, thérom the arrival time of the first packet in the group. This
tighter the PSW/TSW values that can be employedmeans that most packets will not be held for the whole
If the VGDM is located extremely close to the trafficM HT time. Generally, ad R increasesM HT should
source, there is a much better chance that additiomi@crease in order to prevent an overflow of the VGDM
redundant packets will be located close together. As thed to lessen the impact on QoS.
VGDM is placed farther away from the source, there is Finally, while overflow may occur in the system, an
a decreasing chance for group detection due to the fagerflow of the VGDM will not result in a critical failure
that the group traffic may be interspersed with traffior direct loss of data. In the case that insufficient space



zn“‘l?‘;r"w O Q Q In essence, multicast groups are created on a 1:1 ratio
Bdge Router N 0 with the amenable sources that the VGDM has detected
' such that each multicast group is a superset of all likely
O egress points for the source application (see Fig. 6).
Unlike the broadcast approach whereby all egress points
B peaaine/types O are on the tree, the egress points are added to the group
T G 192,160, scrzsmenss J o only as necessary. In the event that an egress point is
oo €3 @ not yet in the multicast group for the source application,
kit the packet can simply be sent onwards via unicast in the
interim.
To avoid any major deployment issues, the dynamic
trees are created by coupling extra control messages with

is available at the VGDM, an overflow will simply resul'[P”\/I'IShS'VI anctlon?]htyvgt[))rMal_l trees _grlglrc\jatlgg from
in the packet sent onwards as a unicast packet. Hen%Fg,at multicast, the Is considered the source

the efficiency gains of the VGDM will not be availableSince it is the initial point for conversion to multicast. We
until the overflow condition is removed assume that the VGDM knows the identity of all of the

egress points (either by configuration or discoggrand
_ that a broadcast tree containing all of the egress points
B. Multicast Transport has been created. In order to drive group-wise changes,
If the packet is to be multicast the next dominant issuke VGDM broadcasts control messages containing a list
is how to transport the packet across the domain. Whié PIM-SSM commands for the egress nodes to execute.
IP multicast operates in a receiver-driven approach, tfiae commands are included via XML to allow for simple
actual makeup of the receivers in stealth multicast is niater-operability between a VGDM and an edge router
known a priori and may be highly dynamic dependingsee Fig. 5). With this capability, the receiver-driven
upon the accuracy of the virtual group detection mechaature of multicast is offered as a sender-driven interface
nism. However, this problem is somewhat simplified &er the VGDM. In addition, the control messages may
multicast transport need only be concerned with transpbeg augmented to request acknowledgment, QoS-based
across the domain whereby the packet is convertegbervations, and other third party extensions due to the
back to unicast. Thus, a receiver in the context of XML basis of the messages.
virtual group is the egress point for the domain wheiegress Point Selection: The notion of dynamically
conversion occurs rather than the end point (client). tmeated trees offers several unique design challenges for
addition, the egress point may contain the replicati@gress point selection that must be addressed.

for multiple downstream clients, thus further reducing , \jrtual Join: What is the threshold for an egress
scalability issues. point to officially become part of the tree? If the
Although a variety of approaches can be employed yGDM sees only one packet going out a specific
to manage multicast transport across the domain, the client (and its respective egress point) and no future
selected approach must balance the simplicity of the packets, it does not make sense to automatically add
transport mechanism versus the efficiency of the so- the egress point.
lution. On one extreme, the approach of broadcasting, virtual Leave: When does an egress point get
packets and releasing the packets later (broadcast/hold) pyrged from the group? Since the VGDM may be
offers a simple solution at the cost of inefficiency with  jnaccurate in detecting virtual groups, individual
smaller or non-uniformly distributed egress distributions.  gn(g points may be missing from the virtual group
To improve efficiency while avoiding group dynamics,  pyt yet be found later on. Thus, one must address
the next step is to offer a grouping of fixed trees t0  how to distinguish inaccuracy versus the client

capture multiple combinations of egress points. While  actually no longer receiving data from the server
this problem is relatively simple during operation, the  gpplication.

construction of an optimal tree that can be travers%gue to the fact that there is no explicit multicast signal-

?ul{[iucrlgyr;z;rcligicult problem that is an open topic foring outside of the domain, the makeup of the group itself

. rﬂust be derived from the monitoring of virtual group
Thus, we propose to employ a dynamic approac

whereby _mUIticaSt groups are Cr_eated/Updated tq Sa.tiSfyl'he notion of a discovery protocol is beyond the scope of the
all potential egress points for a given source applicatiopaper.

mo| ()
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Fig. 5. VGDM Control Messages
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Fig. 7. State machine for an egress point

behavior over time. To that end, we propose to use a
windowed history for each end client from the sour

application. The history window contains a sequence .
N binary values whereby hdictates that the client Wasglven that the multicast control messages need to flow
across the domain and follow through with the join or

included in the virtual group and @ means the client .
eave procedure, special care must be taken to ensure

was absent. Since the virtual group is tracked on tteat changes to the group are restricted. Thus, we employ

basis of clients (destination IPs) internally rather tha}ﬂe concept of a time-based lock whereby once a change

egress points, the history is ke_pt on a source-wise pa?%sinitiated, further changes to the application state are
For each of the egress points that cover the clients

Y . T r%stricted until a sufficient amount of time has passed.
of the source application, a state value is malntaln?

(see Fig. 7) to denote whether or not the egress point ri1$the event an acknowledgment of changes is required,
9. . gress point| message from the egress point involved in the change
part of the actual multicast tréeWhen the client is first .
. L . maSy be solicited by the VGDM.
noted and its egress point is new, the egress point state |
set to theFwval state. Once the client has demonstrated
an appropriate level of consistency, denotedbyout C. State Management

of N successful detections, the egress state transition;‘ﬁ\ related component to the transport issue is how

to the InT'ree — Join state. ARecalc flag IS Set for y 40306 the unique portions of state associated with

the application state to denote that the multicast 9rouBmain. While the transmission of a packet to the appro-
should be updated. q{:riate egress points handles the issue of intra-domain dis-

], [16], there is no risk for coherency issues. However,

TO keep the multicast grOL_Jp cqverlng onIy_vahd eg.re ﬁbution, the issues of how to convert the packet back to
points, the list of egress points is checked in a periodi

. . Ahicast and where the packet should be converted need to
manner for egress points to purge from the list. DU”"&
evaluation, all egress points in tHeTree state are set

to InTree — Verify and transitioned back tbnTree if

addressed. For UDP-based applications (the primary
beneficiary of stealth multicast), only the destination port
..and destination IP need to be saved from the packet. For
. : S : f%\II other fields in the packet, the fields should be the
continued inclusion in the multicast group. Note thasta

onIy_one glient is required to justify an egress _point aS 19 éolve this issue, two approaches may be employed.
;nurlélssle glilnetnsttsan;aﬁr/] tst?;;? the ;amg e%rgsf,opg:irg;,tg tﬂ1e the first and simplest approach, the unique pieces of
9 P ys it ree= emfy U . Eate can be directly included in the packet after the
need the egress point), the egress _pomt 'S tre_m3|t|one a;(/)er 4 (UDP) header. To the core routers in the domain
Lhedl:tlé rg‘: tﬁ:tseindTLhed%elJc:zlicr] flaﬁgf 'SZS:;J;);Z%QS :c:]t the additional state information appears as application-
P : purging @iva IeV(teI data. When the packet reaches an egress node, the

require a ch.a.nge o the tree as the egress point has (ngress node will examine the packet to determine the end
yet been officially added.

. ination IDs that it is r nsible for an ropriatel
In the event that the multicast tree can be updatOI stination Ds that it is responsible for and appropriately

eate the new unicast packets for transmission onwards.

instantly, such as with stateless multicast approacr}sgte that it is critical to specify the correct egress node

31t is assumed the VGDM can receive and interpret BGP messad@s€nsure that mUIFiple egress points do not convert the
in order to derive domain egress points for the network. same end destination IDs.



In the other approach, state information may be dis- multicast will be the forced adoption of distributed
tributed amongst the egress points. Using a reliable trans- state at the egress routers to adjust to the extended
port, the VGDM can place the state information at the IP address length.
egress nodes and use only a token to reference the actual ALM: Although ALM may appear to be contradic-
state information rather than all of the unique portions of tory to stealth multicast, ALM-based applications
the data. A token must be included to correctly identify can still benefit from stealth multicast. Provided
end clients as the actual recipients of the information that the actual data payload is still identical, stealth
may differ from the stored information. For applications  multicast will make no distinction between ALM
with a semi-static list of clients, the distributed state and non-ALM traffic. Given the typical environment
approach presents an optimal solution as it minimizes of asymmetric broadband access to most users (high
the overhead for the transmission of state information. download, small upload), stealth multicast can help
However, the approach does add additional complexity alleviate the lack of rich users who can significantly
and state storage requirements at the edge router that contribute to other users by offsetting costs at the
may not be ideal for all circumstances. source. In fact, one could develop an ALM-aware

VGDM to further introduce additional gains for the

two technologies.

« TCP:While TCP traffic can work with stealth multi-

In addition to the earlier design issues, we address cast it is unlike UDP, which is a connectionless send
several other issues associated with stealth multicast and and forget mechanism. TCP involves the possible
its relevance that include the following: retransmission of dropped packets and additional

« Scalability: Although there are potential concernsin  state overhead. These features cause TCP traffic, in

stealth multicast with regards to scalability, the scal- general, not to be amenable to stealth mulitcasting.
ability concerns can be mitigated in several respects.

First, the ability to correctly detect identical packet IV. SIMULATION STUDIES

payloads at significant line speeds has already beenn this section, we present simulation studies of the

documented via COTS hardware in [9]. Second ttstealth multicast architecture using the scenario depicted
amount of storage required at the VGDM is limitedn Fig. 8. The simulations were conducted using the ns-2
due to the fact that only traffic that is likely to besimulator [17] and the GenMCast extension module [18].

multicast will be queued and the fact that only th&he purpose of our studies was to examine the perfor-
first packet in a group needs to be completely storemance implications of stealth multicast with regards to

« Practical benefit: While stealth multicast is well other approaches (ALM, unicast, IP multicast) as well

suited for areas with a reasonable amount of ras the impact on end user QoS.

dundant traffic, it is not envisioned that VGDMs The rationale behind our simulations was the follow-
become ubiquitous at all edge routers. Rather, itiigg. In the network, Company X hosts an on-line gaming
envisioned that VGDMs will be placed at strategiservice with applications serving up to 64 clients. The
locations in the network rather than via extensivepplications are hosted on a set of servers with the clients
distribution. existing throughout the global Internet. The analysis
While the predicted level of multicast traffic cardomain for stealth multicast is the domain immediately
vary significantly across the networking communitfollowing the hosted servers with the intermediate do-
(minimal to significant), our preliminary investiga-mains between the initial ISP and the end clients ignored.
tions of the local Internet link where group appli-The parameters of the simulation were as follows:
cations are run, indicate that a 5% to 15% gain cane The simulations were conducted on a random ISP
be realized immediately with only a basic VGDM. domain with a topology consisting of 32 core nodes
With support for TCP-based applications and local and 16 edge nodes.

D. Other Issues

users recognizing that group-oriented applicationse
no longer endure a linear bandwidth bottleneck at
the local Internet uplink, we believe that a gain of
20% to 40% and even beyond can be realized. .
IPv6: Beyond the longer address space associated
with IPv6 and its implications for state manage-
ment, IPv6 will not have a large impact on stealth «
multicast. The most important effect on stealth

The server farm consisted of 10 servers with each
server hosting 4 separate applications for a total of
40 separate server sources.

The average number of clients listening to a server
application was 32 clients randomly distributed
amongst the edge nodes.

Each join or leave (client joining or leaving) was
exponentially distributed with an average inter-



Server Bank YoDM Loeition . . .. .
A = Local Steaith to-end queuing delay for individual clients was

B = Full-Stealth
compared versus other approaches to assess the

i relative impact of the delay.
In the simulations, we compared the performance of
G " four distinct models under varying configurations that
ge .
Router Edge Router 15 edge nodes, InC|Uded
10 servers, B client nodesledge L. . .
4 appsorvor « Traditional Unicast:In this model, no stealth mul-
<——+—+—>\<—> ticast is employed. This model is used as a baseline
Company LAN Uik 158 G D Links i for comparing the performance of the other models.

« Full Stealth: In this model, the VGDM is placed
at the edge router of the ISP. Traffic must first
TABLE | pass through the customer’s uplink before being
VGDM SETTINGS considered as a candidate for stealth multicast.
o Local Stealth:In this model, the VGDM is placed

Fig. 8. Network Simulation Layout

Parameter Setting at the edge router of the customer. The traffic can
Maximum Groups 50 . . .
Maximum Hold Time (MHT) 5ms be cor@dered for stealth multl_cast before being
Time Search Width (TSW) 2 ms transmitted on the customer uplink.
Packet Search Width (PSW) 100 « ALM: A generic version of ALM was used that is
Min Group Size (MinGS) 2 loosely based on End System Multicast [12]. Clients
Max Group Size (MaxGS) 200 for ALM h tric bandwidth tricti
State Management Distibuied or ave an asymmetric bandwidth restriction
Egress Threshold 30% with the ability to support 5 successive downstream
Time Lock 100 ms connections.

« IP multicast: Everything is multicast that can be
and no extra overhead B/W or latency is incurred.

arrival event time of 500 ms for all clients in thea|| simulation results were normalized to IP multicast

simulation. The probability of the event being a joify order to compare the relative performance of the
or leave was 0.5. The join/leave of the client wagompeting multicast technologies. In both Fig. 9 and Fig.
not conveyed to VGDM and observations on joingg ynicast B/W consuption reaches its peak at 56 clients,
and leaves of the clients were derived using traffijs is due to packet loss starting to occur due to the link

patterns. o _ becoming saturated.
« The server applications sent data using UDP packets

with an exponentially distributed packet rate of 50
ms and a packet size exponentially distributed with. Effect of Client Subscriptions - No Aggregation

a mea? of 5%0 bytes. For f'mtp“f:'ty’ the pa}[ckets The fundamental motivation for the stealth multicast
were streamed using a constant size unique to eqﬁgdel is to offer a significant bandwidth improvement

application. in the core of the domain. Fi
. Fig. 9 plots the performance
¢ 'IA‘Sglr'\wAe-SvSo,\rAk capable network was assumed for thgs the average number of clients per server application

) . . is varied from 8 to 64, representing a typical medium
» The settings for the VGDM are listed in Table I. scale application. As would be expected, the unicast-
The primary purpose of the simulations was to evagnly model offers the worst performance in all cases.

uate the basic principles of the stealth multicast mOCinwever, the most notable aspect is the performance

(impact of queuing, predictability of control parametergf ALM versus stealth multicast. Despite the fact that

etc.). For the simulations, the following metrics wer@| M shifts much of the replication burden downstream

used to evaluate the performance of stealth multicastio the end clients, the asymmetry of the clients incurs
« Bandwidth utilization:The bandwidth consumptiona significant penalty to the source, thus requiring it to
of the server traffic on the uplink from Company Xsend multiple copies. The performance gap is notable
and the bandwidth cost on the initial ISP domaiin both Fig. 9 (a) and (b). This performance gap would
were examined. be eliminated by the inclusion of stealth multicast and
« End-user QoSThe effects on end-user QoS werdLM together.
examined to determine the impact that the addi- Most notably, the actual queuing delay of the VGDM
tional queuing delay of stealth multicast. The ends quite minimal as shown in Fig. 9(c). Unlike ALM
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which adds additional delay due to a longer distribumulticast would be of little practical benefit if its perfor-
tion tree, stealth multicast adds a barely perceptitieance was affected by increasing the background noise.
1-2 milliseconds of delay to the end-to-end delay. Ihhe background traffic was generated with simulated
fact, with the distance between many client nodes WDP and TCP sources. The sources were placed in
the simulation being relatively small (10 ms), one casuch a way that all of their packets were detected
reasonably infer that the end-to-end delay of ALM woullly the VGDM. Fig. 10 shows the performance of the
decay even further with additional distance between tNM&DM under these conditions. As can be seen, stealth
client nodes. Most important of all, stealth multicagnulticast offers a 3x to 4x improvement over the unicast
can offer significant bandwidth improvements with zeroase. The reason the difference between unicast and
modifications to the client or server applications rangirgiealth multicast is lower is due to the inclusion of
from 5x over unicast over the domain to over 45x fathe non-multicast traffic. As this traffic is increased the
the uplink in the local VGDM case. The differences iperformance ratio will necessarily go down.

performance gain between the uplink and domain can b

attributed to disjoint links (the uplink is always share .
ou sjoint (the uplink s alway e VGDM does not queue all packets, and in fact,

while the links in the domain may need to be travers :
will not queue packets until the source IP and port

regardless) and inaccuracies in the actual multicast grou binati determined to b q didate f
(clients have already joined or left the group). combination are determined to be a good candidate for

stealth multicast by the background analysis engine.
However, it is conceivable that significant background
B. Effect of Client Subscriptions, with Aggregation  affic could exist such that it would spread out the arrival
The previous section dealt with the affect the numbef packets that could benefit from multicast enough so
of client subscriptions had on the stealth multicaghat the packets no longer arrive in the performance
However, for those simulations there was no backgroundnstraints of the VGDM. If this occurs the performance
traffic that was not amenable to multicast. Thus, stealbthe VGDM would degenerate into the unicast case, as

Ql'hese results were as expected due to the fact that
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e Full-Stealth'

no packets would be queued and all would be forwarded i 22 Local-Stedth
as standard unicast transmissions. The solution, as noted
earlier, is to place the VGDM closer to the sources that
are highly amenable to multicast.

N
B
I

Delay relative to IP multicast

N R

C. Effect of System Constraints - Maximum Groups

In order for the VGDM to function properly, there i
must be sufficient queuing space available at the VGDM R N NS p—
to hold new virtual groups. However, theg HT and the
fact that only traffic that is likely to benefit from stealth ‘ o
multicast is queued keeps the storage space requirenfdht13. Effect of the maximum holding time (MHT) on average

L . errd-to-end delay
low. As can be seen in Fig. 11, once the number of virtua
groups reaches the number of of multicast servers there

is little gain to be made from adding more virtual groups. However, these three settings normally work together
This implies that to get the best performance the numhgrorger to minimize the impact on QoS stealth multicast
of multicast groups that the VGDM can store should beys. This introduces an important point for stealth mul-
slightly greater than the number of sources likely to sery@ast. In order for the aggregation to have a noticeable
traffic that would benefit from multicast. However thiﬁmpact on queuing delay, the redundant packets need to
has a hard limit due to the line rate of data commings syfficiently dispersed so as to continually re-trigger
into the VGDM and the minimum group size. the close proximity rewards oPSW and T'SW. For

If there are not enough virtual groups in the VGDMyoth theFull-StealthandLocal-Stealttcases, the VGDM
to hold all of the traffic that could be multicast thgs placed relatively close to the source, thus avoiding
system does not fail. Traffic that can not be queued d4gch of the intra-flow jitter that is introduced as the
to the virtual group limit being reached is immediatel){,acketS travel farther downstream. If the VGDM were

forwarded as a unicast packet. placed on an inter-domain link to reduce traffic from
other domains, thé”SW andT'SW would not be able
D. Effect of Detection Parameters to be set as tightly. With too tight of a bound, the VGDM

Figures 12 and 13 shows the effect on queuing del@puld miss potential candidates due to more significant
for both theT'SW and M HT settings. In the simulation delays between redundant data packets.
showing the effect ofl’'SW, PSW and M HT were
disabled, and for thé/ HT simulationT SW and PSW V. RELATED WORK
were disabled. This allows the measurement of theThe most closely related work to stealth multicast lies
individual effects on QoS each of theses settings have [4], [9], whereby caching is applied at the packet level
As expected both graphs show a slight linear increaserather than the object/application level. However, unlike
QoS (it is slight due to unavoidable delay being 33nmstealth multicast, packet caching fares poorly when the
and stealth multicast only adds about 1 - 2 ms of delagdundant traffic exhibits close temporal proximity (such
on average). as with streaming media). Furthermore, the work relies
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on unicast for transport whereas stealth multicast em-With regards to future work, we are developing an

ploys detection of virtual groups for multicast transporopen-source prototype of the stealth multicast framework
A short paper presenting the theoretical ideas ftw run experimental studies on live traffic.
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