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Abstract

Data intensivedistributed applicationsrequire precise
interactionsbetweenstorage and computation. The usual
abstactionof anordinary le in a le systentdoesnot meet
thesedemands e proposean alternative: the spaise le .
The sparse le is not a massstorage device but rather a
namedrenderousfor distributedapplications. Theunique
feature of thesparse le is thatmaybeincomplete:regions
of the le mayexplicitly be un lled. In this report, we de-
scribethe interfaceand semanticof spaise les and give
examplesof howthey maybe appliedto improve the relia-
bility and e xibility of distributedsystemsWe demonstate
that spaise les maybe implementedoth easilyand ef-
cientlyat userlevel withoutspecialprivileges.We conclude
with a brief demonstation of a spaise le mediatingthein-
teraction betweerstorage and computatioron behalfof an
unmodi edscienti c application.

1. Intr oduction

Fewer conceptanay be more deeplyentrenchedn the
moderncomputersystemthantheideaof a le . Today no
matterwhat the operatingsystem,storagetechnology or
le systemin use,a le is nearlyunanimouslyde ned asa
simplebytearraywith aknown lengthandaccessethrough
asmallsetof well-known operations.

Yet, the le is morethanjust aninterfaceto a storage
system. In a traditional operatingsystemkernel, the le
is alsothe focal point of interactionbetweenthe otherwise
autonomousystemshat mediateaccesgdo CPUsand /O
devices.As a processssuesoperationona le, thesched-
uler may remove it from the CPU and placeit in a wait
state. As le operationgcomplete,a processnayregaina
CPU,thoughnot perhapgheoneit initially had.

This subtlety is not presentin most distributed sys-
tems. Software engineeringprinciplesdictate modularity
so mary signi cant and powerful systemsaddresssolely

the problemof managingCPUsor I/0O systemsput rarely
addresghe interactionbetweenthe two. Nowhereis this
separatioomorecompletethanin the eld of grid comput-
ing. Thisbranchof computerscienceaimsto provide ready
accesgo large amountsof computingpower primarily for
solvingscienti ¢ problemsof unprecedentesicale.

A wide varietyof matureproductionsystemgor manag-
ing agrid of CPUsaredeplogyedaroundtheworld. Systems
suchasCondor[18], LSF[28], PBS[12], andLoadLeveler
[1] provide queueing,scheduling,accounting,and fault
tolerancefor usersthat have massie numbersof CPU-
intensie jobs. However, thesesystemshave very limited
I/O capabilities.Condor for example,treatsremotel/O as
aninexpensvetaskthatmaybeperformedwvhile holdingan
allocatedCPUidle.

A numberof researclandproductionsystemsreexplor-
ing the problemof handlinglarge amountsof distributed
data. The Glohus replicamanagef27] seeksto duplicate
shareddata lesnearto whereCPUswill requirethem.The
LBL StorageResourceManager(SRM) [22] exportsdisks
andtapesasallocableandschedulableesourcesTheFermi
SequentiaAccessManager(SAM) [19] seekgo maximize
the ef ciency of a sharedtapearchive. Eachof theseas-
sumesCPU power is easily harnesse@n demandas data
becomesvailable.

But how maythetwo meet?

Theonly interactionavailableto userstodayis alternate
sequentiakllocation. One mustextractinput les wholly
from an1/O systeminto temporarystoragethenmake use
of the CPU system,and perform /O againonceafter the
CPU systemhas completed. The problemwith this ap-
proachis that it preventsthe overlap of potentially inde-
pendentresourcesFurther the private schedulingpolicies
of eachsystemmay introduceunexpectedlatencies leav-
ing bothidle to theuser A bettersystemwould allow both
systemgo be accesseihdependentlyand possiblysimul-
taneouslywith anautomaticmechanisnfor synchronizing
whennecessary

We proposea return to the model presentin the clas-



sic operatingsystem. We introducethe spaise le asa

synchronizatiordevice between/O and CPU subsystems.

Lik e traditional datastructuressuchasthe sparsearray or
sparsematrix, the sparsele allows arbitrary portions of
itself to be empty Unlike aplain le, it exposesvhatpor
tionsof itself areavailableto be processedThe sparsele
senes as a hamedrendezwus betweenary combination
of jobs and grid subsystems.This rendezousintroduces
exibility in allocation. Subsystemsnay be allocatedin-
dependenthandsimultaneouslythusallowing overlapfor
improved throughputwhile still enforcingsynchronization
whennecessaryThe sparsele also lls otherusefulroles
whenknowledgeof thecompletionof a le is necessarfor
areliablesystem.

In this paper we explore how sparseles may be used
to coupleexisting systemgogether We begin by describ-
ing exactly whata sparsele is andhow it works. We then
discusshow four commondistributedcomputingstructures
may make useof the sparsele. We presenta userlevel
sparse le sener that is simple and provides reasonable
performancdor distributed applications.We alsodemon-
strateef cient waysof accessingparseles from applica-
tionswithoutrewriting, rekuilding, or applyingspecialpriv-
ileges.Finally, we give ashortpracticalexampleof asparse
le asasynchronizatiordevicein aworking system.

2. Environment

The conceptof a sparsele is most useful in large,
loosely-coupled wide-areasystems. Such systemshave
beenknown by various namesover the years, including
distributedsystemsmeta-computergeerto-peersystems,
andmostrecently grids. We will usethe latterterm. Such
systemsaareuniquenot becausef their performanceprop-
erties,but in the high degreeof independencef their com-
ponents. We aretargetingsystemswith thesecharacteris-
tics:

Distributedowneship. Everycomponenin agrid, rang-
ing from clientsto senersandthenetwork in betweenmay
concevably have a differentowner. No global scheduling
policy could possiblysatisfythe needsof all partiessimul-
taneously nor doesthereexist ary device for implement-
ing sucha policy. Althoughsomecomponentsnay accept
resenationsandissueschedulesgachinteractiorultimately
occursaccordingto the temporaryand explicit consentof
theprincipalsinvolved.

Frequenffailure. As the numberof devicesin a system
scales,so doesthe frequeng of failure. Networks suffer
outagesmachinesarerebootedandprogramscrash.Own-
ers of resourcesnay offer their hardware for public con-
sumptionandthensuddenlyretractit for their privateuse.
Processesxecutingin sucha systemarefrequentlyplaced
on and evicted from several CPUsbeforethey nally ex-

ecuteto completion. Datatransfersmake suffer multiple
disconnectionandotherfailuresbeforerunningto comple-
tion.

Uncertain delays. As a changingcommunity of users
clamorsfor servicefrom a decentralizedfault-proneser
vice, few guarantee®n servicetime canbe made. Prop-
ertiesrangingfrom procesgqueueingtime to datatransfer
timewill varywildly with themary variablesn thesystem.

Transience Few itemsin sucha systemwill be truly
permanentMuch of the complicationnecessaryo usethe
systemlies in the taskssurroundingthe actualwork to be
done. For example,programsdo not simply executeon a
CPU; they mustdiscover, claim, activate,andreleaset in
a well-speci ed way. Likewise, data les are not simply
presentor absentin the system,but move througha life-
time; they are rst expected,thenin transit, thenarrived,
and nally evicted.

This is the ervironmentthat has driven our need for
sparseles. Letusproceedo describexactlywhatasparse
le is,andthenexplainhow it canputto useto addresshese
problems.

3. SparseFiles

A sparsele isanamedendezwusfor processynchro-
nizationanddataexchange.

Likeaplain le, it providesasequentially-numbereal-
ray of storagebytes.Any positionin thearraymaybeempty
or may containasinglebyte. A rangeis a sequentiaketof
positionsin the array which may or may not be lled. A
rangeof lled bytesis known asanextent while arangeof
emptybytesis known asahole, in accordancevith corven-
tion.

Unlikeaplain le, holesarenotassumedo be lled with
adefaultvalue.Ratherthey areconsideredo represenab-
sentdata.An attemptto readfrom aholewill resultin ade-
lay or anexplicit timeout, asdescribedcbelown. This allows
sparseles to beusedfor processynchronizationlf apro-
cessattemptgo readarangein the le, severalthingsmay
happenlf therangebeginswith anextent,the overlapping
portionwill bereturnedo theprocesslf therangedoesnot
begin with anextent,thenthe processwill beblockeduntil
awriting processprovidesone.

Also unlike aplain le, asparsele hasa sizeattribute
thatis setand queriedindependentlyof the le data. The
writing of an extent hasno bearingon the le' s size at-
tribute. A sparsele may containseveral extentsandyet
have no sizeattribute. Or, it mayhave a sizeattribute setin
a positionwhereno extentsexist. If areaderexaminesthe
lastextentin a sparsele but doesnot nd a sizemarlker,
thenthesparsele respondsasif thereaderfoundary other
hole. Only if thereaderattemptgo readup to or beyondan
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existing size marker will it receve an ordinary end-of- le
indication.

Thepurposeof thisunusuakizemarkeris to assistacon-
sumerwith interpretingthe 'completion’ of a le transfer
Thesparsele is notastoragedevice perse,but asynchro-
nizationdevice thatcanbe usedto communicatelataitems
suchas les andl/O streams.

For example,a sparsele may be usedto hold the out-
put streamof anapplication. The total size of suchanout-
putstreamis truly unknovn until theapplicationcompletes.
Thus,the applicationindicatesthe sparsele is ‘complete’
by settingthe sizemarker beforeexiting. If the application
shouldabort,fail, or simply bedelayedn ary way, areader
of the sparsele would be explicitly awarethatthe output
isincomplete.

Or, asparsele mightbeusedto stagedatafrom anex-
isting le of x edsize. The writer could rst setthe size
attribute,andthenbegin to pushdatainto the sparsele. A
readerof theslowly lling sparsele canusetheindepen-
dentsizefor several purposes.t canusethe absolutesize
to guideallocationof memoryandotherresources.t can
comparehe availabledatawith the sizemarlkerto estimate
completiontime. As in the previous case,it may immedi-
ately consumewhat datais available without beingmisled
by the non-completiorof thetransfer

Finally, every interactionwith the sparsele is limited
by a timeout. This simple escapeclauseallows a client
to controlthe interactionbetweenCPU and|l/O access.In
addition, both readersand writers may be blocked dueto
ary implementation-speci €oncernsuchasdisconnected
storage We will seeexamplesof this below.

Figure 1 is an example of two processesnteracting
throughasparsele. Ontheleft side,awriter processvrites
threeextentsinto the le andthensetsthelogical le size.
Ontheright side,a reademrocessattemptgo readthe le
sequentiallyandis eventually satis ed over the courseof
severaloperations.

Here's how the exampleworks:

(1) Thewriter beginsby writing 100 bytesto the begin-
ning of the le. (2) Thereadernot knowing how muchis
available,attemptsto readbytes0-500. Only the available
bytesbetweerD and 100 arereturned.(3) The writer adds
another75 bytesto the le, thistime at position225. This
leaves a hole betweenpositions100 and 225. (4) Again,
thereadeknows nothingabouttherestof the le, andsim-
ply attemptgo readbytes100through500. Thereis a hole
startingat position 100, so the readeris blocked. (5) The
writer lls the hole by writing 125 bytesstartingat posi-
tion 100. (6) This action un-blocksthe reader who then
recevesall the databetweenpositions100 and 300. (7)
Thereadercontinuego requesthe databetweenpositions
300and500. Notethatthereademoesnotknow how “big”
the le is, becausat hasno logical sizeyet. The reader



is blockedbecaus¢herangeafter300appeardo beahole.
(8) Thewriter completeshe le by explicitly settingits size
atbyte300. (9) Finally, thereadeiis unblocledandis given
anindicationthattheendof the le hasbeenreached.

4. Practicalities

Figure2 shavs a concreteinterfaceto a sparsele ser
vice. It borrows from several existing interface designs.
Threecommandsgloselyfollow thelnternetBackplandPro-

tocol (IBP) [20] approacho nameandspacemanagement.

Theremainingeight commandsnanipulatesparseles di-
rectly andare morecloselyrelatedto the POSIX[15] phi-
losophyof le management.

Threecommandsmanagethe namespacef the sparse

le service.Thecreatecommandcreatesa new sparsele
andreturnsa namechoserby the service.(Theclient can-
not choosethe le name.) The le is issuedwith alease
[11] Theservicewill destry the le aftertheleasetime has
expired. However, it will neverre-issughesamele name
twice. Oncegenerateda le is uniquefor thelifetime of the
service.A client may proposea leasetime asanargument
to create but the servicemay revise the actualleasetime
downward. Beforetheleaseexpires,the client mayattempt
to renewit or deleteit. The serviceis free to implement
ary sortof policy limiting therenaval of a le.

Theopencommandooksupa le by nameandreturnsa

le descriptor(fd) to beusedto accesshe le temporarily
closediscardsthis fd. read andwrite accessanopen le

accordingto thesparsele semanticssetsize x esthelog-
ical sizeof a le. statusgivesthe positionsof any extents
in the le andits logical size,if set. wait may be usedto
blockthecalleruntil the le hasalogical sizeandanextent
that lIs it.

The behaior of this interface in ordinary situations
shouldbe quite obvious to ary programmeifamiliar with
plain les. However, the compleity in boththedesignand
useof mostdistributedsystemdiesin thehandlingunusual
situations. Let us shedsomelight on the consequencesf
mishapserrors,(andpossiblymalice)with respecto sparse
les.

Accordingto our philosophyof errormanagemen6],
error interfacesmustbe conciseand nite. We have con-
densedthe wide variety of possibleerror modesin the
sparsele interfaceinto four possibilitiesshavn in Figure
3. Theauth errorindicateshatthe client, howeverauthen-
ticated,is not authorizedto performthe requestedaction.
Thenameerrorindicateghattheclienthasspeci edamal-
formedor noneistentname suchasabadnetwork address.
Thespaceerrorindicateghatthereis nomorestoragevail-
able, but the client is free to try againlater The timeout
errorindicatesthat, for ary otherinternalreasonthe com-
mand couldn't be completedin the time speci ed by the

client.

Thereexist a myriad of other error possibilitiesas di-
verseasthe computersystemsavailableto us. We make no
attemptto catalogary sort of error speci c to a machine
or system,suchasa lack of le descriptorsor aninability
to accessnternal storage. If a sener suffers someinter-
nal problemthat cannotbe resohed by time andcannotbe
expressedn the standarcerrorinterface,thenthe seneris
obligedto terminatetheclient's connectiorandtake ary in-
ternalrecovery or error reportingactionthatit deemsnec-
essary

All commandsreissuedn the contet of asessiorsuch
as a TCP connection. Although not expressedexplicitly
in Figure 2, the sessionis intimately connectedwith the
semanticsof the interface. The data-writingcommands,
write andsetsize arenotatomicandmustbeconsummated
with a commit commandwhich blocksuntil all changes
areforcedto stablestorage.|f the sessionis broken—i.e.
the connectionis lost or the processs killed — thensome,
none, or all of the requestedchangesmay be visible to
later clients. A robustclient may returnandreattemptary
uncommittedactionswithout knowing whetherthey have
completedsuccessfullyThenamespaceommandgreate
delete andrenewareatomicandimmediatelypersistentf
successful.

Unlike POSIX, an open le is not locked. Thatis, a
le may bedeletedwhile open. In this caseary attempts
to accessa le desciptorreferringto a deleted le return
theerrorname Theopen le descriptoris retainedin this
invalid stateuntil the client issuesa close We chosethis
behavior in orderto afford the owner of a servicethe max-
imum possiblecontrolto reclaimspacefrom remoteusers.
If we had chosenthe POSIX semanticswhich require a
le to be deletedlazily at the last close,this would allow
a remoteuserto hold storageinde nitely contraryto the
owner'swishes.

The timeoutsusedin the sparsele interfaceshouldbe
considereda garbagecollectionmechanismandnot a pre-
cisiontiming tool. Theunboundedielayspresenin every
productionoperatingsystem,storagedevice, and commu-
nicationsnetwork preventary otherpossibleinterpretation.
A readthatshouldtime outin ve secondsnaybedelayed
by fty secondsf the sener processtself is swappedout
to backingstore. The reply to a createindicating a life-
time of oneminutecouldbe delayedfor severalminutesin
acongested CPstream.

Forthesaeasonsthesparsele interfaceguaranteethat
anameis neverissuedwice. Regardlesof the mary ways
thata client andsener may disagreeon mattersof timing,
aclientwill neveraccidentallyaccesshewrong le. How-
ever, a client mustalways be preparedo dealwith a le
thatreturnsthenameerror, indicatingit nolongerexists. A
side effect of this requirements thatit (sadly) permitsthe



Command | Arguments Results
create lifetime, timeout name Jifetime
delete name timeout

renew name Jifetime, timeout lifetime
open name timeout fd

close fd, timeout

read fd, length,offset,timeout data,length
write fd, data,length,offset,timeout | length
setsize fd, size timeout

status fd, timeout ranges|size]
wait fd, timeout

commit fd, timeout

Figure 2. Sparse File Interface

Error Type | Description
auth | Notauthorizedo dothat.
name | No le bythathame(anymore.)
space| Notenoughstoragespaceio complete.
timeout | Couldnt completein thetime requested.

Figure 3. Error Interface

ownerof astoragaleviceto breakavalid leaseanddeletea
le beforeits lifetime hasexpired. Althoughthis sortof un-
friendly behaior will certainly have social consequences,
it doesnot violatethe sparsele interface.Clientsmustbe
preparedo encountee nameerror, whateser its source.
An evenworsesituationmay occurif the backingstore
for asparsele seneris irrevocablylost, thusbreakingthe
mechanisnfior generatinginiguenamesA clientholdinga
le nameissuedby theold senermightattempto presentt
to anew senerestablishedttheold addresslf thenames-
pacesof the new andold senersoverlap, the client might
silentlyaccess le with the samenamebut differentdata.
The are several possiblemechanismgo minimize this
problem. Oneis to make useof a highly-reliable,central-
ized,uniguenamegeneratosharecby all such le seners.
This hasthe bene t of guaranteedinigenessparring the
failure of the centralsener. A morescalableandpractical
solutionis to generatenameshy incrementinga persistent
counter andthenissuingthe resultingnumberwith a ran-
domstring appendedThis is not guaranteedo be unique,
but the likelihood of namecaollision may be madevanish-
ingly smallby increasinghe lengthof therandomstring.

5. Applications

Let'sconsidethow asparsele servicemaybeputtouse
in a variety of distributed systems.We will considerfour
structureghatre ect real applicationsand systemselated
to grid computing.

In eachexample,we will usea fairly generalmodelof
executionthat appliesto a variety of existing systems.We
assumehat the usersubmitsjobs to be doneto a process
calledthe planner. The plannermaintainsa persistenjob
list andis responsiblefor nding placesto executejobs,
monitoringtheir progressandreturningresultsto the user
The plannersubmitsjobsto a remotequeue which assigns
jobsto oneor more CPUs. The queuemay delaythe exe-
cutionof ajob inde nitely asit mediatedbetweermultiple
usersaccordingto its local policy. Onceplacedona CPU,
thejob begins execution.We assumehatit is commonfor
thejob to beevictedfrom a CPUandreturnedo thequeue,
perhapsaving its computatiorin theform of a checkpoint.
We alsoassumehat the job is not modi ed to usesparse

les, butis insteadcoupledwith anadapter which corverts
its standard/O operationsnto sparsele commandsln ad-
dition, theadapteccancommunicatevith theprocesgjueue
andaskto releasahe CPU andre-enterthe processjueue,
perhapswith conditionson its restart.Finally, a spaise le
servermakes a storagedevice available throughthe inter-
facewe have describedabove.

We call this model autonomousscheduling It hasall
of the componentof a CPU schedulerin a time-sharing
operatingsystem;jobs, queuesbuffers,l/O devices,andso
on. It alsohasthe samesortof events:jobsarescheduled,
preemptedandblockedon1/O. However, thereis noglobal
policy thatjoins thewhole systemtogether Evenif it were
desirablejt would not be possible. A queuecannotknow
whatl/O devicesanadaptemusesnorvice versa.



Thus,every interactionrequiresthe consenibf the com-
ponentsinvolved. An 1/O device cannotcausea job to be
preemptedrom its CPU.Ratherthel/O device informsthe
adapterthata delayis likely, andthe adapterdecideswvhat
to do next. It mightchooseto accessanother/O device, to
re-entettheprocesgjueuepr simply busy-waitif it believes
thedelaywill beshort.

Of course thereis anincentive not to busy-wait exces-
sively. The userthat consumesexcessCPU while busy-
waiting paysfor the privilege. CPU consumptioris usually
accountedor in somefashion,andthe consumerho does
notpayin theform of money is likely to payin the form of
lost priority.

5.1 Stagedinput

As we noted above, grid applicationswill requirein-
teractionsbetweenindependeniprocessqueuesand data
archives. Becauseeachof thesesystemsmay delay the
users requestfor serviceinde nitely, we usethe sparse
le to connectthemtogether Figure 4 demonstrateow
a sparsele may be usedasa synchronizatiorbetweena
procesgjueueanda dataarchie.

To begin, the plannermustissuea create commandat
the sparsele senerto generatea uniqueinput le name.
It thenmay interactwith boththe queueandthearchive in
eitherorderor simultaneouslyOn the queueside,the plan-
ner submitsthe job alongwith its adapterandinstructions
to readthe sparsele createdn the rst step. After some
delay the queueexecuteghejob on a CPU, which thenat-
temptsto readfrom the sparsele sener. On the archive
side, the plannerrequestgshe delivery of the needednput
le. After anotherdelay the archive beginsto transferthe
le into the namedsparsele usingthe write andsetsize
commands.

Functionallyspeakingit doesnt matterwhetherthedata
transfercompleteseforethe job beginsto executeor vice
versa. If the job shouldrequireinput datafrom the sparse
le beforeit is available,it will simplyblock. If aportionof
the le is available,thejob mayreadandprocesst without
waiting for the entiretransferto complete.

Most importantly the adaptermay interact with the
gueueto managdts CPU consumptionin light of the de-
velopingl/O situation. If the job makesprogresaisingthe
rst half of theinput le, andthendiscoverstheseconchalf
is notyet available,theadaptemayrequesto returnto the
gueueandberescheduleat alatertime, perhapsvhenthe
whole le hasarrived. Justasin a traditional CPU sched-
uler, thejob is not aware of suchtechnicalities.The policy
is presenin theadapterwhich may statesomethindik e:

If I am stuk more than one minutewaiting for
I/O, returnto the processqueuefor ve minutes.

3: execute

4: read

1: create (; Y Sparse

File
A Server

BIUM :E

Figure 4. Staged Input

Uponreschedulingtheadaptemayreconsidethesitua-
tion andcontinueto work or returnto thequeueonceagain.

If theinput le shouldbedeletedwhetherdueto anex-
piredleaseor adeliberatesviction by theowner, theadapter
mustexit, indicatingto the queuethat the processcannot
executeat all. Thearchive, upondiscorveringthatthetarget
nameno longerexists, will alsoabortthe transfer A suit-
ablemessagés returnedto the planner which may restart
thewhole processr inform theuserasnecessary

Withoutthesparsele sener, we mayaccomplistsome-
thing similar, but with far less e xibility . If the sparsele
seneris replacedoy aplain le sener, thentheentiredata
transfemustbecompleteeforethejob is evensubmitted.
Thisis becaus¢headaptemould notbeableto distinguish
betweera partially-transferrede andacompletele. Fur
ther, we may unnecessarilpccupy spaceatthe le sener,
andbechagedfor occupying it while thejob sitsidle in the
queue.

This is not to say that job submissionand datatrans-
fer shouldalways be simultaneous.Indeed,if the transfer
time is very long andthe job queueingtime is very short,
transferringthewhole le beforesubmittingthejob is sen-
sible. Rather the sparsele semanticsallow a wide vari-
ety of schedulingdecisiongo be madewithout relying en-
tirely on performanceassumptionshat may be unreliable.
The job andthe datamay be queuedsimultaneouslywith-
out suffering anincorrectexecutionwhenour performance
assumptionareviolated.
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5.2 Pipeline

A signi cant numberof grid computingapplicationsare
conceved as a pipeline of processeseachreadingits in-
put from the outputof the previous stage. An exampleof
sucha pipelineis the seriesof computationstepsrequired
by the CompactMuon Solenoid(CMS), [13] a high-enegy
physicsexperimentin preparatiorat CERN.CMS connects
severaldistinctsoftwarepackage$or thegeneratiorof ran-
dom events,the simulationof the detectoy andthe recon-
structionof raw data,whethersimulatedor measured.

Figure5 shavshow a pipelinemaybeconstructedising
a sparsele. As before,the plannercreatesa le at the
sparsele sener. It thensubmitstwo jobs, perhapgo two
differentqueuesThejobsmaythenbegin to executein ary
order As job A producesoutput,it writesit to the sparse

le. As suchdatabecomesavailable,job B is unblocked
andmayreadandprocesst. Eitherprocesanayaskto be
rescheduled it is blockedwaitingto accesshesparsele.

This servicemayseenremarkablylik e thestandargipe
abstraction.However, therearetwo key differences.First,
the sparsele permitsrandomaccessso it may be used
evenwhenthe interactionbetweenthe processess not se-
guential. Thisis commonbetweenapplicationsot specif-
ically designedor a distributed system. Second a sparse

le doesnotequateadisconnectionwith anendof le con-
dition. This propertymakesthis constructionrobustto the

commonerrorsthat plaguea distributedsystem.If the net-
work shouldfail, both processesnay reconneciand con-
tinue to work without harm. If one processs evicted or
killed, it mayresumerom its lastcheckpoinwithoutharm-
ing the othet

The drawbackis thatthe sparsele containsthe entire
history of theinteraction. Thus, it is not suitableasa con-
nectionbetweemprocessethatruninde nitely or exchange
moredatathancanbe stored.

5.3 Buffered Output

A numberof systemshave recognizecthe utility of a
buffer server[6] that providesfastaccesso nearbystor
agewhile deliveringdataasynchronouslyo anothertarget.
Examplesf thisideaincludethe Trapezebuffer sener, the
WayStation[17], andthe Kangaroosystem[23]

The complicationof usinga buffer seneris the problem
of reconciliation.How muchtime musta processvait to let
the buffer nish its work? Will it know if the buffer fails?
How canit retractwork thatrelieson afailedbuffer? These
guestionsare usually answeredunsatiséctorily in one of
two ways:

1. Thewriter musttrust the buffer to completereliably
andin boundedime This assumptiorseemaunwise
in agrid ervironmentwherestoragemay be borroved
from athird party andnetworksandsystemgegularly
fail.

2. The writer mustblock until the buffer has nished.
This solutionis reliable. If the buffer shouldfail, so
will the writer, andthe whole systemmay be re-tried.
However, this alsoforcesthe callerto wastea CPUal-
locationby holdingit idle while waiting for the buffer
to completeits work. This is exactly the problema
buffer sener is designedto solve, so this answeris
counterproductie.

A bettersolutionis built usinga sparsele, asshovn
in Figure6. A job executesvia a remotequeueasin the
other examples. However, it writes its output as a series
of messagepassedo a nearbybuffer sener. Thesemes-
sagesncludewrite commandsvhichcarry le dataaswell
asary setsizecommanddssuedwhenthe job completes.
Oncecomplete,the job may exit the queueandreturnto
the plannerwithout worrying aboutthe buffer in any way.
Asynchronouslythe buffer sendsthe le updatesbackto
asparsele senercontaininga le createdoy the planner
Theplannemaywatchthe le with thewait commandand
detectwhenall the messagebave arrived. It may thenin-
dicateto theuserthatthejob hascompleted.

The buffer is free to delay or reorderpaclets as much
asit wishes.The usermustsimply inform the plannerhow
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Figure 6. Buff ered Output

long sheis willing to wait for the resultsbeforeattempting
the job again. Of course,a re-submittedob mustbe as-

signedto directits outputto a differentsparsele, lestthe

outputof two runsbe confused Evenif afaulty buffer dis-

cardsmessages penaltyis paidonly in performanceThe

planneris capableof telling whenthe buffered operations
have completed.

Finally, this approaclygivesthe plannemuchbettercon-
trol over storageallocationandthedelivery of completere-
sults,nomatterhow compelxtheasynchrog of thesystem.
If the plannerbecomedlisconnectedrom the queue,job,
andbuffer sener, it may simply allocatea new sparsele
andrunthejob in adifferentqueueat anothersite. Because
the job outputsareinsulatedfrom eachother, the planner
may leave both jobs runningandsimply acceptwhichever
outputarrives rst. If desiredtheold job maybeabandoned
completelyby deletingtheold sparsele. Delayedbuffered
messagearriving from theold job will bediscardedsthey
discovertheirtarget le doesnot exist.

5.4. Audited Output

Most applicationsthat create output destinedfor an
archive requiresa certaindegreeof auditing. Thatis, their
outputmustbe checledby a humanor a programfor legit-
imacy or valuebeforebeingaddedto a permanenarchie.
Suchauditingmaytake placewhentheoutputis completed,

3: execute

4: write

A Sparse
File
| Server
8: read

Figure 7. Audited Output

but it is not uncommonto also happenas the application
runs.

An exampleof auditingtakesplaceatthe NationalCen-
ter for SupercomputingApplications (NCSA) in Cham-
paign, lllinois. Here,researchersubmitbatchjobsto run
the Gaussiarf10] atomicsimulationapplication.Gaussian
generates very largelog outputasit runsover the course
of hoursor days. By examiningthe log le asit is pro-
ducedresearchermayidentify uselessuns(i.e., divergent
resultsimplying bad parametersgarly in the executionof
thejob. Suchrunsmaybe cancelledo avoid wastingcom-
puting resources. Lik ewise, the output may be evaluated
afterthe job completesheforedecidingwhetherto placeit
in archial storage.

Auditing is currentlyimplementednformally. The job
writesits outputto the local disk of its executionsite. An-
otherprocessg periodicallycopiestheoutputto amassstor
agesystemwhenthenmay automaticallynove the (possi-
bly incomplete)output le to archival storageduring peri-
odic backups Althoughthis systemis acceptabléor small-
scaleuse,it consumeswice thestoragenecessarydoesnot
permit the job to migrate,and potentially archivesinvalid
output les.

Auditing may be implementedeasily and ef ciently
without duplicationof storageby usinga sparsele asthe
synchronizatiorpoint betweenthree parties: the applica-

1This processs known colloquially asthe“grid-enabledcat”, referring
to thesimpleUNIX programof the samename.



tion, the user andthe archive. This is shavn in Figure?7.
Thejob executesasin previous gures andmaymigrateand
reschedule@snecessaryAs the outputis producedo the
sparsele, ahuman(or program)may audit the outputat
leisureby usingthe sparsele interface. The completion
of the outputis detectedvhenthe job setsthe logical le
size. After the job completesthe sparsele may remain
accordingto the constraintof its lease.If theuseraccepts
the outputasvalid, it may directthe archival systemto in-
gestthe output le. If theuserrejectsor simply forgetsto
auditthe le, it will eventuallybereclaimedby the sparse
le sener.

6. Implementation

We have amguedthat the sparse le model simpli es
the constructionof a variety of distributed systems.Next,
we will demonstratehat sparseles may be easilyimple-
mentedat userlevel with no specialprivileges. This im-
plementationgives reasonablgerformancewithin certain
bounds althoughwe will point outits performancdimita-
tionsandleave its optimizationopenfor futurework.

6.1 Server

We have built a sparsele library and sener in user
spaceon top of a standardPOSIX operatingsystemand
lesystem. This permitsit to be deployed on arbitraryma-
chineswithoutspeciabprivilegeor kernelmodi cations. We
male no claim thatthis implementatiorgivesoptimal per
formance.Instead we intendto shav thata simpleimple-
mentationexists andthat the propersemanticsanbe pro-
videdwith reasonabl@erformanceinderexpectedoads.

In orderto implementthesparsele semanticgorrectly
we mustcarefully examinethe semanticof the underlying
system. The variousimplementation®of the POSIXinter
facevary greatlyin how they guarantealataintegrity after
acrash.Some like NFS[21] guaranteg¢he atomicpersis-
tenceof every individual operation.Others like AFS [14]
make no guaranteeantil a le is successfullylosed.Local
le systemdiffer in the narravestof subletiessuchasthe
orderingof distinct write operations.In orderto give the
correctsemanticsn all of theseenvironmentswe build our
systemusingvery conserative assumptionghatwe believe
to hold universally:

1. All updategoasingle le aresuspectintil asuccessful
fsyncandclose

2. rename may be usedto atomically replaceone le
with another

With theseassumptionsye mayimplementa sparsele
in termsof two standardPOSIX les, shown in Figure 8.

Onestandardle (data ) containgheliteral sparsele data
with a one-to-onanappingfrom sparsele offsetsto phys-
ical le offsets. Explicit holesin the sparsele arerepre-
sentedasimplicit zero- lled holesin the physical le. The
secondle (meta) containsall of the sparsele' s meta-
data,suchasthelogical le sizeandalist of lled regions
in the le.

When updatingthe datain the sparsele, new datais
simply written into data usingthe standardPOSIX I/O
commands. The meta-datajncluding a linked list of ex-
tents,is keptin memory To implementcommit, four steps
arenecessary:

1. fsyncis calledondata to forceall newly-written data
to stablestorage.

2. Anew le (meta.tmp ) is createdand lled with the
updatedmeta-data.

3. fsyncis calledon meta.tmp to ensurdt is on stable
storage.

4. rename s called to atomically replacemeta with
meta.tmp .

If acrashshouldoccurbeforethesefour stepscomplete,
then someportion of the new datamay be in stablestor
age,but without the updatedmeta , suchareaswill still be
perceved asholes. If the useris writing over an existing
extent, then suchrangesmay or may not re ect the new
data,whichis still consistentvith the sparsele semantics.
Theatomicrenameensureghatmeta is never foundin a
partially reconstructedtate.

6.2 Performance

Our primary concernfor the performanceof the sparse
le isthatit providessustainedhroughputompetetiewith
plain les. Thisis anin e xible requirementecessaryo
interactwith high-bandwidthgrid CPU and1/O managers.
Thelateng of individual operationss lessof a concernas
they arelikely to be dwarfedby the latenciesof operating
in awide areanetwork.

We comparecdthe throughputof the sparsele library
againstthat of plain les on a stockworkstation. The ex-
perimentalmachinehada MSI 694D Pro-AR motherboard

size = unknown 000

ranges = 0 100, 200 300| | { { \
0 100 200 30C

Meta Data File Data File

Figure 8. Sparse File Implementation



with aVIX 694X Chipsettwo 933MHzPentium-11ICPUs,
and1l GB SDRAM. Thel/O subsystenincludeda Promise
ATA 100 IDE disk controller anda 30GB Ultra ATA 100
IBM 307030disk. The machineran Linux 2.4.18with an
EXT3 le system.

We will shav the resultsof writing les to disk. Read
performancevaslargelythesame Eachpointin thefollow-
ing graphsrepresentthemeanof 25 measurementgessup
to ve outliers. Outlierswereidenti ed asmeasurements
lessthan80 percentof the mean,andwerefoundto bedue
to periodicsystemtaskssuchasmaintenanceandlogging.
Thevarianceof theremainingdata,elidedfor clarity, were
lessthantenperceniof themean.

Figure9(a)shavstheburstperformancef writing large

les into the systembuffer cache.Thesewrites areconsid-
eredunsafebecausehey arenotfollowedby acommit (for
sparseles) or afsync (for plain les) andmaybeincom-
pleteor corruptedif a systemresetoccursbetweenwriting
the dataandre-readingt. Figure9(b) showvs the sameex-
periment,this time performedsafely by completingeach
transferwith a commit or fsync as appropriate. In both
casesthesparsele is quitecompetitive with theplain le.
The expenseof manipulatingthe extent list is quite small:
thereis only one continuouslygrowing extent. Likewise,
the extrafew synchronousperationneededo implement
commit arehiddenby the primary taskof moving the raw
data.

Figure 10(a) demonstratesinsaferandomwrite perfor-
mance.Here,we wrote 4KB blocksat randomoffsetsinto
les of increasingsize. The total amountof datawritten
wasequalto the le size,but the les wereheaily frage-
mentedby therandomoffsets. Thesparsele hasverypoor
performanceas the numberof extentsincreases.A simi-
lar situationis seenin Figure10(b), which shawvs saferan-
dom writes. We may remedythe situationby increasing
the block size modestly Figure 11(a) shov the sameex-
perimentwith a block size of 128 KB. The sparsele is
measurablyslower, but still exceedsthe raw bandwidthof
thedisk. Thetwo typesareagainundistinguishablén Fig-
ure11(b),whichwritessafelyandrandomlywith a 128 KB

block size.

To usethis naive implementationef ciently, we must
take carenot to usemicroscopicblock sizeswhenwriting
randomly Thisis notanunreasonablburdenwhenwe con-
siderthattheotherconstraint®f distributedcomputingtend
to encouragéargerblock sizes.

6.3 Adapter

Althoughthe enthusiastiprogrammemight wishto re-
write applicationdo usethesparsele interfacedirectly, we
canhardlyexpectthevastmajority of programgo bemodi-

ed attheappearancef anew storagesystemLik ewise, if
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we aimto usewidely distributedsystemsnotdirectly under
our control,we mustacceptheinstalledoperatingsystems
andcannotdeploy kernelchangedo supportsparseles.

To make the sparsele serviceuseful, we musthave a
unprivilegedadapterto connectexisting programsto new
storagedevices. Thesedevicesare sometimeknow asin-
terpositionagents [16] Therearemary techniquedor ac-
complishingthis, rangingfrom systemcall interceptionto
binary rewriting. An excellentreview is givenby Alexan-
drov etal. [4]

We have built a general-purposadapterfor connecting
standard?OSIX applicationgo a variety of distributedl/O
services[25] This adapteis calledthe PluggableFile Sys-
tem (PFS)andis shovn in Figure12. PFSspeaksa variety
of protocols,includingChirp[9], GridFTP[5], HTTPR, Kan-
garoo[23], SRB[7], andof coursethesparsele interface.

PFSis built with Bypass[24], a generaltool for build-
ing suchinterpositionagents.t is a sharedibrary with the
samdnterfaceasthestandardC library, soit maybeapplied
toany dynamically-linkedapplicationthatusesordinaryl/O
calls. Becausehe interpositiontechniqueinvolvessimple
functioncalls,theoverheadf theadapteitselfis measured
in microsecondswhichis inconsequentiatomparedo the
costof thenetwork andl/O operationghemseles.

PFSis structuredmuchlike the I/0 systemof a stan-
dard operatingsystem. For every process,it hasa table
of open le descriptorsa setof seekpointers,anddevice
driversthatrepresentachof the remoteprotocols. Appli-
cationsmay accessles in the local systemusingordinary
pathnamespr they mayexplicitly usefully-quali ed names
in asyntaxresemblinga URL:
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The job of the adapterdoesnot end with the physical
transformatiorof its I/O into sparsele operationsit must
alsoprovide logical transformationgo dealwith all of the
issuesthat the applicationis unavareof. This includesa
namemapping areliability policy, anda schedulingoolicy.

Although some applicationsmay be instructedto use
sparseles by explicitly passingfully-quali ed namesas
arguments,most applicationsuse x ed le namesof one
kind or another For example,mostprogramsmplicit ac-
cessl/etc/passwd
For betteror worse, mary scienti ¢ applicationsuseonly
hard codedinput and output le names. PFSprovidesa
namemappingto supportsuchapplications.This is simply
a tablethat corvertssimple le namesinto fully-quali ed
le names:

letc/passwd = /sparse/seer.wisc.edu/abc
/tmp/outputdata = /sparse/semt.wisc.edu/def
<stdout = /sparse/semr.wisc.edu/ghi

In the structureghatwe have describedabove, the plan-
nergeneratesparsele namessit createshem,andisthus
responsibldor creatinga namemappingfor eachprocess.

Becausghejob is notawareof thevital setsizeandcom-
mit sparsele operationsthe adapteris responsiblefor
choosingappropriateimesto executethem. Becauseset-
sizeis usedto indicatethe completionof anoutput le, the
adapteronly issuesit on an output le whenthe applica-
tion hassuccessfullyrun to completion. It cannotperform

to nd namesin the userdatabase.
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it ary earlier assomejobs may openandclosea le mul-
tiple timesbeforethey aretruly donewith it. Thecommit
operationis issuedwhenthe applicationrequestsan fsync
andalsoattheendof execution.

Thejob is alsonot awarethatit is executedby a remote
processjueue sotheadaptemustmanagethatinteraction
aswell. Althoughreschedulingpoliciesmay be arbitrarily
compl&, oursis quite simple. The plannermay specifya
minimumtime it is willing to allow thejob to hold a CPU
idle while it waitsfor I/O. If thistime expires,it alsogivesa
minimumtime to wait in the queuebeforeit maybesched-
uledonanothelCPUto reconsidethesituation.This policy
is speci edto PFSasfollows:

60
300

max.io_wait_time
min_queuewait_time

7.Example

We will briey demonstratéhe useof a sparsele asa
synchronizatiomlevice for inputdata,asshaovnin Figure4.
A moreextensie evaluationof sparseles ina production
settingis planned.

For didacticpurposesye usecorsika, the rst stageof
the AMAND A software pipeline. [2] From a physicalsci-
enceperspectie, corsika generates shaver of neutrinos
from arandomseedandalargesetof parametersglescribing
the physicaluniverse. From a computersystemsperspec-
tive, corsika readsabout2.6 MB from a setof ve input
namesandcomputedor about100 secondssit produces
about1.2 MB of outputin two output les.

We submitcorsika to the Condorsystemat the Univer
sity of Wisconsin.Using PFSasanadapterits x edinput



and output le namesare directedto a nearbysparsele
sener. In addition,the adapteis givenasimplescheduling

policy:

If I am stuk more than ten secondswaiting for
I/O, return to the processqueuefor thirty sec-
onds.

While theprocesss underthecontrolof theCondorsys-
tem,we simulatea slow datasourceby hand transferringn
theinput les atdifferenttimesto demonstraté¢hreediffer-
entsparsele interactions.In Figure 13, the datatransfer
beginsimmediatelybut theprocesss delayedn thequeue.
Whenit is nally scheduledthe dataare available,andit
executedmmediately In Figure 14, thejob begins execut-
ing immediately but the datatransferis delayed. Accord-
ing to the adapters policy, the job is activatedrepeatedly
but seeingno dataavailableaftertensecondsteturnsto the
gueue Oncethedatastartto arrive, thejob executeso com-
pletion. In Figure 15, the job beginsto executewhile the
datait needsarestill in transit. It begins executingslowly,
occassionallyplocked while waiting for needednput data.
As thedatatransferoutstripsthejob'sinput needsit begins
to speedup.

8. Related Work

A variety of projectsare exploring the design space
of fundamentaktoragedevicesfor distributed computing.
Thesedevices form the “building blocks” of distributed
storageandaretypically managedy ahigherlayersystem.
TheminimalistinternetBackplaneProtocol(IBP) [20] is an
interfaceto plain les with e xible policies.andcontrolsfor
spaceandtime managemeniGridFTP[5] is anextensionof
thestandardrile TransferProtocol(FTP)whichemphasizes
securityand high-performanceaccesgo large les. NeST
[9] is a singlestoragedevice encompassingultiple proto-
cols, spacemanagementieplication,security and quality
of service. All of thesedevicesexporta plain le abstrac-
tion,

The ExNode[8] is highekrlevel structurebuilt ontopof a
distributedsetof IBP seners. TheExNodeis analogouso a
standardlesysteminodeandprovideswhatis describedy
its designeras“somethinglike a le.” It logically memges
extentsspreadacrossa distributedsysteminto a singlelog-
ical le, possiblywith holesor multiple redundantunits.
Becausdhe devicesunderlyingthe ExNodeare physically
remote ho portionof the ExNodeis guaranteedb be avail-
ableatary giventime.

The ExNodeandthe sparsele both addressa similar
problem,albeitfrom differentperspecties. The ExNodeis
astructuefor aggreyatingremoteresourcesThesparsele
is aninterfacefor communicatingvith a le. TheExNode,
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with small modi cations, could presenta sparsele inter-
face. Or, the ExNodecould be built on top of sparsele
seners,thusaddinga new degreeof e xibility (andfailure
modes)into aggreyatedistributedstorage.

As a synchronizatiordevice, the sparsele bearsasim-
ilarily to Linda's tuple space. [3] A Linda spaceis a
sharedmedium where items are referencedndirectly by
their structuredproperties. Clients synchronizeby block-

ing while waiting for a tuple thatmeetstheir requirements.

In contrast,a sparsele is unstructuredand hasa unique
name.

9. Conclusion

Thesparsele is anew abstractiorfor processynchro-
nization. Like a le, it provides storagefor a sequential
arrayof bytes,althoughmassstoragés notits primarypur-
pose.Unlike a le, it exposeshe underlyingstructure,in-
forming the callerwhatdataarepresenindwhataremiss-
ing. The uniquefeatureof separatindogical le sizefrom
datawritten allows clientsto infer the completionof a le
withoutreferencdo externalsystems.

Thesefeaturespermit readersand writers to synchro-
nize themseleson datain transit. Suchmigratory datais
commonin distributed omcputingsystemswherethe in-
puts,outputs andintermediatesrerarelyaccessedirectly
from theirhomestoragesystemsWe have outlinedseveral
commoncomputingscenariosvherethe sparsele would
improve the managemenand performanceof distributed
systems.Futurework in this areamay concentraten the
implementatiorof sparseles. We have demonstratethat
a simpleimplementatioris quite possible althoughanim-
provementto randomaccessvriting is warranted.

In conclusion,we obsenre that the traditional abstrac-
tions found in operatingsystemshave dif culty making
the transitionto distributed systems. Although ideassuch
asremoteprocedurecall and distributed lesystems have
achieved widespreaddeployment, they fail in uniqueand
complex wayswhendeplgyedin wide areadistributedsys-
temswith highvariablityin reliability andtiming. We ques-
tion whetherother fundamentalsystemabstractionamay
bene t from interfacesthat admit to the caller that infor-
mationmay beincompleteor delayed.
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