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CombatingImbalancein Network IntrusionDatasets
David A Cieslak,NiteshV Chawla, Aaron Striegel

Abstract— An approach to combating network intrusion is the
developmentof systemsapplying machinelearning and data min-
ing techniques.Many IDS (Intrusion Detection Systems)suffer
fr om a high rate of false alarms and missedintrusions. We want
to be able to impr ove the intrusion detection rate at a reduced
false positive rate. The focus of this paper is rule-learning,
using RIPPER, on highly imbalanced intrusion datasetswith an
objective to impr ove the true positive rate (intrusions) without
signi�cantly increasing the false positives. We use RIPPER as
the underlying rule classi�er. To counter imbalance in data, we
implement a combination of oversampling (both by replication
and synthetic generation) and undersampling techniques. We
also proposea clustering based methodology for oversampling
by generating synthetic instances.We evaluate our approaches
on two intrusion datasets— destination and actual packetsbased
— constructed fr om actual Notre Dame traf�c, giving a �a vor
of real-world data with its idiosyncrasies.Using ROC analysis,
we show that oversampling by synthetic generation of minority
(intrusion) class outperforms oversampling by replication and
RIPPER's loss ratio method. Additionally , we establish that our
clustering based approach is more suitable for the detecting
intrusions and is able to provide additional impr ovement over
just synthetic generation of instances.

Index Terms— Computer Network Security, Imbalanced
Datasets,Classi�cation, ROC Curves

I . INTRODUCTION

Network intrusion detectionrefersto the set of techniques
usedto isolate attacksagainstcomputersand networks. An
IntrusionDetectionSystem(IDS) thusdetectshostileactivities
in a network. In additionto detectionof attacks,sucha system
must prevent their malicious effects, or assista human in
a system or network administratorrole in this prevention.
By nature, even basic networks are very complex systems
and the further evolution of the Internethasmadeit dif�cult
to constructa total understandingof the system.However,
work by Lelandet al. suggeststhat local network traf�c may
contain complex, yet self-similar patterns[1]. Later, multi-
fractal scalingwasdiscoveredandreportedby Levy-Vehelet
al. [2]. The results of the 1998 DARPA Off-line Intrusion
DetectionEvaluationindicatedthat further researchshouldbe
performedfocusingon techniquesto �nd new attacks[3].

Datamining applicationsto network securitycanbebroadly
categorized into two sets,anomaly detectionand signature
detection. Anomalydetectionconstructsmodelsof normaldata
andthendetectsdeviationsfrom this norm(anomalouslogins,
traf�c to sourceport > X), typically using outlier detection.
The dif�culty in this methodis differentiating“normal” be-
havior from “abnormal” behavior causingthesetechniquesto
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suffer from high falsepositive rates.However, therehasbeen
work in reducing the false positive rate by using multiple
datastreams[4]. Otheravenuesof falsepositive rateimprove-
mentincludeshierarchicalaggregationof speci�ed portionsof
total activity [5]. Alternatively, the signature-basedapproach
searchesfor speci�c patterns(strings) that denotesuspicious
behavior. While this approachis suf�cient for known attacks,
it becomesinsuf�cient when the attack signatureor normal
traf�c makeup is unknown. This breakdown leadssignature-
basedapproachesto suffer from a high false positive rate.
Thus,it is imperative to designmethodsof classi�cationwith
low falsepositive rates.

Goinghandin handis thecompellingandinherentproblem
of learningsuchsignaturebasedclassi�ersfrom highly imbal-
ancednetwork intrusiondatasets.Typically, network intrusions
and maliciousbehavior will representa very small subsetof
all network traf�c. However, their detectionis highly critical
for the healthof a network. Hence,we cannotafford a high
intrusiondetectionrateat theexpenseof falsealarms,asit will
lead to a loss of relevant packets. Thus, learning classi�ers
from such unbalanceddatasetsfacesa number of relevant
problems:improperclassi�cationevaluationmetrics,absolute
or relative lack of data,datafragmentation,improperinductive
bias, and noise [6], in addition to the skew of accuracy and
probability measuresemployed by the classi�ers.

Axelsson[7] demonstratedthat theprimary limitation of an
intrusiondetectionsystemis not theability to identify behavior
as intrusive, ratherits effectivenessstemsfrom its abilities to
limit false alarms.Therefore,it is the purposeof this paper
to study the effectivenessof several techniquesto reduce
false positives in intrusion datasets.We choseto construct
our own “real-world” intrusion datasetby tapping the Notre
Dame traf�c to avoid the various limitations of the DARPA
traf�c [8]. Moreover, we constructedtwo different types of
datasets— packet basedanddestinationbased.This allowed
us to evaluatethe ef�cacy of the approacheson datasetswith
differentfeaturesandclassdistribution.We thenusedRIPPER
[9] and several samplingmethodsto constructclassi�ers on
thesedatasets.

Contribution: The main contributions of our work include
a) effective evaluationand comparisonof samplingmethods,
includingoversamplingby replication,SMOTE (SyntheticMi-
nority Over-samplingTEchnique)[10], andundersampling,on
real-world intrusion datasets;b) comparisonswith RIPPER's
loss ratio implementationfor re-weightingthe costsof false
positives vs. falsenegativesand c) a clusteringbasedimple-
mentationof SMOTE (Cluster-SMOTE) that further improves
the performanceover all the samplingmethods.

Our hypothesisis that by generatingsynthetic intrusion
casesto populate the dataset,particularly in the localized
clusters,we will evoke the notion of “similarities” in network
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traf�c. SMOTE generatesnew instancesbasedon the“known”
distribution, thusimproving the generalizationcapacityof the
learnedclassi�er. SMOTE addstheseinstancesin the space
betweenminority examples,emphasizingthe classborder in
favor of the minority class.To learn ef�cient discriminative
learnersit is important to emphasizeon such classborders.
To demonstrateour claim, we �rst compareSMOTE to other
techniquesusing ROC curve analysis and demonstratethe
successof its emphasison classbordersby comparisonto a
purerandomreplicationoversamplingmethod.In addition,we
will also presenta new techniqueof Cluster-SMOTE, which
appliesunsupervisedlearningto partitiondatasetsinto regions
that will enableSMOTE to deliver enhancedresultsand we
will presentresultsindicating that this methodmay be used
asan improvementover SMOTE.

The rest of the paper is organizedas follows. Section 2
outlinesthe approachusedto constructour datasets.Section
3 discussesthe datamining approachesutilized in our study.
Section4 presentsthe experimentsand Section5 discusses
results.Section6 drawsconclusionsanddiscussesfuturework.

I I . DATA EXTRACTION

Many efforts have usedthe DARPA'98 datasetfor testing
andtrainingpurposes.While this is a benchmarkfor intrusion
detection methods,it has a number of shortcomings.The
validity of DARPA'98 wasquestionedby McHugh [8] for its
useof synthetictraf�c for generatingnormal dataand using
attacksgeneratedfrom scriptsandprograms.Additionally, the
normaldatadoesnot containnaturalbut noisy traf�c behavior
suchas packet stormsor strangefragments.Ultimately, this
datasetis not representative of contemporarynetwork traf�c.
Thus,it wasimperative to constructour own datasetbasedon
a collectionof contemporarynetwork traf�c. Many other ap-
proachesconstructa datamodelbasedonnetwork connections
[11]–[15].

We operatedusingrealnetwork datafrom theUniversityof
NotreDame.This network runsat 100Mbpsandis comprised
of over10,000primarily residentialcomputers,themajority of
which run Windows. Traf�c wascollectedduring the summer
of 2004. During this collection, a number of on-campus
machinesfell victim to a Trojanhorsestyleattackandbecame
“zombie” hostsin a distributeddenialof serviceattack.Thus,
the data sampleusedin our experimentsrepresentsa fairly
“interesting” segmentof network traf�c.

In order to extract new classi�ers for network intrusion
detection,we must constructa datasetwhich further entails
a packet labelingmethodmust be electedandapplied.Many
storednetwork traf�c �les were processedusing the SNORT
opensourceintrusion detectionsystemand received labeling
basedon the appropriaterule set [16]. This set makes a
wide sweepon potentialattackssuchas viruses,port-scans,
MYSQL attacks,andDoS andDDoS attacks.One limitation
with this approachis that SNORT can only apply one label
perpacket, for instanceSNORT performstelnetcheckingprior
to DDoS; thus,a packet violating both ruleswill only re�ect
the attackfor which it is �rst scanned.We canaccommodate
this limitation by focusing our approachand treating this

as a 2-class problem. Rather than associatingthe type of
intrusion with the packet, we merely label whethera packet
was intrusive. This simpli�es our approachin our packet
analysisand allows for other �e xibility . Using this method,
we constructedtwo datasets:PacketsandDestinations.While
thePacketsdatasetmeasuresthe intrusivenesson a perpacket
basis,Destinationsgeneratesan aggregateof traf�c.

A. PacketsDataset

Our �rst datasetcomprisedof collectedpackets and their
SNORT labels.The setof attributesfor eachelementdenotes
the packet's type, the statusof its �ags, valuesof otherperti-
nent�elds, anda basicsummaryof thepacket's datapayload.
The set of characteristicssummarizingthe payloadcalculate
thepercentagesof bytesrepresentingprintableandunprintable
characters,as well as the percentageof digits, white space,
punctuation,uppercase,and lower casecharacterswithin the
payload.Sucha set of featurestruncatesthe total amountof
information yielded by a packet captureand provides ample
meansto differentiatebetweenattackandnormaltraf�c. While
thetotal numberof packetsstudiedwill besigni�cantly higher
thanthat of the destinationssetandthe packet datasetshould
contain less noisy examples,accurateclassi�er construction
may be even more problematicas the the imbalanceratio of
this datasetis even lessfavorablethanthat of the destinations
dataset,ascanbeenseenin TableI. Thepacket datasetshould
thereforeproducean even morecompellingcasefor SMOTE
andour Cluster-SMOTE method.

dataset attrib utes alerts non-alerts total size
Destinations 25 147 3933 4080
Packets 43 2106 344,514 346,620

TABLE I

DATA DISTRIBUTIONS IN THE DATASETS.

B. DestinationsDataset

We elected to construct another novel dataset. Instead
of a connectionmodel, we elected for the constructiona
destination-basedmodel in which packets are organizedby
their destination.Attributes are constructedby noting the
number, type, and rate of packets received in addition to
the numberof connectionson a given host. Other attributes
summarizetheoverall make-upof thepacketsthemselvesand
standarddeviation calculationsare usedto note high or low
levels of variancein thesecharacteristics.Thus,eachdataset
memberrepresentsa separatehost that we have recordedas
have received traf�c andits attributesrepresentthe composite
of traf�c received.WeuseSNORT to identify intrusionpackets
and label hostsreceiving suchpacketsascompromised.This
will enable us to perform a survey of compromisedand
uncompromisedhostsand to induce a set of rules for both
groups.Studyingdestinationtraf�c allows for a separate,host-
basedanalysisthatis usefulto network managersandintrusion
detectionsystemsby isolatingsystemsthat are likely to have
received attack traf�c. While administratorsare privy to a
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Fig. 1. The attribute spacein (a) featuresa sparsemajority class,a minority classregion, andseveral minority outliers.In (b), Cluster-SMOTE detectstwo
clustersof minority pointsandusesthis information to generatenew syntheticexamples,asseenin (c)

substantialamountof traf�c passedon their networks, it is
unlikely that even this wealth of information is enoughto
supply numberof examplesrequired to accuratelyforecast,
even via data-mining,the relatively rare caseof intrusion.
Thus,we anticipatethat SMOTE will assistus by generating
synthetic examples of compromisedhosts, improving our
classi�er performance.

I I I . M INING FOR SIGNATURES

The intrusion datasetsare highly imbalancedin nature,as
revealedin TableI. A datasetis imbalancedif theclassi�cation
categories are not approximatelyequally represented.While
our main goal is to correctly identify the intrusive instances
basedon the signatures,the classi�cation techniquescan be
easily biasedtowards the majority class(non-intrusive). We
aremoreinterestedin thetrade-offs betweentruepositivesand
falsepositives,that is how many falsepositivesarepotentially
causedas we increasethe intrusion detectionrate. One can
potentially con�gure the signaturebasedsystemdepending
on the systemspeci�c trade-offs. We usedSMOTE [10] and
our proposedCluster-SMOTE along with RIPPER[9] as our
classi�cationtechniqueandeachmethodis brie�y outlinedin
the following subsections.

A. RIPPER

RIPPERis a fast, highly noise tolerant rule learner, orig-
inally targeting learning problemsinvolving very large and
noisy datasets[9]. While this applicationis usedheavily in
many, text-drivendata-miningexperiments,its noisetolerance
makes it very useful in many other studies, such as our
own. Thus, RIPPER will produce a set of rules outlining
intrusive traf�c andassumeall othertraf�c to benon-intrusive.
Comprehensibilityof a classi�er can be key for network
securityfor post-analysisby a humanexpert.

B. SMOTE: SyntheticMinority OversamplingTEchnique

Samplingmethodsare very popular in balancingthe class
distribution before learning a classi�er, which usesan error
basedobjective function to searchthe hypothesisspace.Over
and under-samplingmethodologieshave received signi�cant
attention to counter the effect of imbalanceddatasets[10],
[17]–[20].

The randomunder and over-samplingmethodshave their
variousshortcomings.Therandomundersamplingmethodcan
potentially remove certain important examples,and random
oversamplingby replicationcan leadto over�tting. Oversam-
pling by replicationcanalsoleadto similar but morespeci�c
regions in the feature spaceas the decision region for the
minority class.This can potentially lead to over�tting on the
multiple copiesof minority classexamples.

To overcometheover�tting andbroadenthedecisionregion
of the minority intrusionclasscases,SMOTE canbe usedto
generatesyntheticexamplesby operatingin “feature space”
rather than in “data space”[10]. The minority classis over-
sampledby takingeachminority classsampleandintroducing
synthetic examplesalong the line segments joining any/all
of the k minority classnearestneighbors.Dependingupon
the amountof over-samplingrequired,neighborsfrom the k
nearestneighborsarerandomlychosen.Syntheticsamplesare
generatedin the following way: Take the differencebetween
the featurevector (sample)underconsiderationand its near-
est neighbor. Multiply this differenceby a randomnumber
between0 and 1, and add it to the feature vector under
consideration.This causesthe selectionof a random point
along the line segment betweentwo speci�c features.This
approacheffectively forcesthedecisionregion of theminority
classto becomemoregeneral.For thenominalcases,we take
the majority vote for the nominal value amongstthe nearest
neighbors.We usethe modi�cation of ValueDistanceMetric
(VDM) [21] to computethenearestneighborsfor thenominal
valuedfeatures.

The syntheticexamplescausethe classi�er to createlarger
and less speci�c decision regions, rather than smaller and
more speci�c regions, as typically causedby over-sampling
with replication. More generalregions are now learnedfor
theminority classratherthanbeingsubsumedby themajority
class samplesaround them. The effect is that classi�ers
generalizebetter. This generalizationcapacityof a classi�er
canbe very pertinentfor intrusiondetection.

C. Cluster-SMOTE

Our intuition into theclassimbalanceproblemis thathaving
a small group of minority examples makes it dif�cult to
establishproper classborders.Thus, the ability to correctly
de�ne the classregionsand hencetheir borderswould allow
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Fig. 2. ROC Curves depicting500 SMOTE againstRIPPERloss ratio on
the Packets dataset

for trivial classi�cation. As theseregions are unknown and
even in the best casesmay be impossible to deducefrom
givendata,we believe only an approximationof theseregions
may be inferred.Even approximationsmay enhanceclassi�er
construction.

To develop theseminority region approximations,we have
appliedsimple k-meansclusteringto the set of minority ex-
amplesin eachdataset.We thenapplySMOTE to eachcluster
and then reform the datasetby reinsertingthe set of original
minority examplesand the syntheticexamplesas well. This
processallows for focusedimprovementson a localization
basisfor theminority classandshouldimproveSMOTE'sper-
formanceon imbalanceddatasets.Leland'sobservationof self-
similar patternssuggeststhatclusteringenablethedetectionof
suchdistinct patternsand that generatingsyntheticexamples
focusingon localizationswill enhanceglobalclassi�cation[1].

IV. EXPERIMENTS

Our experimentsdemonstratethe successof SMOTE in
improving thedetectionof intrusive packetsandcompromised
hosts,with an acceptablerelative increasein the rateof false
alarms.We show the ef�cacy of SMOTE both when used
globally and locally (Cluster-SMOTE). As SMOTE generates
additionalsyntheticexamplesfor the training set by empha-
sizing the alert and non-alertclassborders,it was important
to establishthat SMOTE's contribution was this emphasis,
ratherthanits creationof a morebalanceddataset.Therefore,
experimentswere performedin which examplesof the alert
classwere replicatedat the samerate usedby SMOTE and
were likewise added to the training set. As this method
improvestheclassimbalanceratio,we expectanimprovement
over an unaugmentedtraining set. However, as replication
doesnot emphasizethe classborders,we expect SMOTE's
performanceto dominate.

To sweepan ROC curve, we undersampledthe majority
classby randomly removing a given percentageof majority
examplesfrom the training set.As with minority classover-
samplingvia replication,randommajorityclassundersampling
improvesclassi�cation performanceby essentiallyemphasiz-
ing the minority class by reducing the ratio of majority to
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Fig. 3. ROC Curves depictingthe optimal SMOTE and randomreplication
methodsappliedon the Packets Datasetfrom rules learnedby RIPPER.

minority examples.The setf 1%M AJ , 5%M AJ , 10%M AJ ,
20%M AJ , ..., 100%M AJ g representsthe sets of majority
examplesusedin our experimentaldatasets.At eachof theun-
dersamplingamounts,we appliedSMOTE and oversampling
with replication.This allowedusto generateROC curveswith
suf�cient points.

An alternative to SMOTE is adjustingRIPPER's lossratio,
L , which speci�estherelative costof a falsepositive againsta
falsenegative.Hence,a ratio L < 1 penalizesmoreheavily for
missingminority examples,while a ratio L > 1 increasingly
penalizesfor falsealarms.As opposedto themorecomplicated
cost-sensitivity matrix which assignspoint valuesto eachof
the four typesof classi�cation: true positives, true negatives,
false positives, and false negatives, loss ratio provides a
simpler progressive methodfor adjusting the minority class
true positive rate. The effects of this adjustmenton RIPPER
in producingruleswerecomparedagainstthoseof SMOTE.

A. ROC Curves

Receiver OperatingCharacteristic(ROC) Curvesprovide an
effective basis for comparisonbetweenclassi�ers of imbal-
anceddatasetsby tracingtheincreasein therateof falsealarms
asthe classi�er is tunedto increasethe rateof correctalarms
raised [22]. Visualization of ROC curves also enablesan
understandingof the interplaybetweentheratesof generation
of falseandtruepositives.Dependingon thenatureof system,
onecanchooseanoperatingpoint from theROC curve.Thus,
an ROC curve study is importantto understandingSMOTE's
effectivenessin theseexperiments.

We undersampledthe majority class to generateROC
curves, with each undersampledpoint representingthe rate
of true positives against the rate of false positives for the
learned classi�er, yielding a single curve. Then, we over-
sampled(usingSMOTE, replication,andCluster-SMOTE) for
eachof the undersampleddataset.This generateda separate
set of ROC curves for comparison.The best classi�ers are
representedby those points closestto the upper-left corner
of the graph,the optimal point representingperfectminority
detectionwith no falsealarmsraised.Therewasan additional
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Fig. 4. ROC Curves comparingthe performanceof SMOTE and Cluster-
SMOTE on Packets usingrules learnedby RIPPER.

groupof experimentsstudyingthe effectsof varying the loss
ratio of Ripper from 1 to .01 usedin classi�er construction.

B. Training and testingsets

The task of classi�cation requirestwo separatedatasets:
one for training and one for testing.The learningalgorithm
generatesruleson the training datasetand its performanceis
measuredby its classi�cationresultson the testingset.Given
the very large size of the packets dataset,we randomlysplit
the datasetwith 75% of the examplesused in training and
25% used for testing, while maintaining the original class
distribution in both the sets.Consideringthe low numberof
alerts in the destinationsdataset,a simple split methodwas
insuf�cient, as it would have led to a very small amountof
alertsfor training and testing.Thus,we performeda 10-fold
cross-validationand averagedthe true positive rate and false
positive rateacrossthe 10 folds.

V. RESULTS

The �rst experimentestablisheda baselineby comparing
SMOTE's performanceagainstthat of RIPPER's loss ratio.
Figure2 displaystheresultsof this comparisonon thepackets
dataset.The lossratio's suddenhalt precludesits usein cases
wheremoregenerousfalsealarmratesareallowed.Addition-
ally, the SMOTE curve dominatesthe loss ratio curve from
start to �nish. Similar observationswere madefor the same
experiment on the destinationsdataset.Therefore,SMOTE
is a more effective method than varying loss ratio and our
experimentsfurther validateSMOTE asan effective meansto
combatintrusion.

A. Packets

As seenin Figure3, addinga layer of oversamplingusing
SMOTE and replication addsvalue to the prediction of the
alert cases.It is important to note that the SMOTE curves
clearly dominateall the ROC curves. Thus, the additional
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Fig. 5. ROC Curves showing the performanceof SMOTE and random
replicationon the DestinationsdatasetusingRIPPER.

emphasison the classbordersplacedby SMOTE mustbe ef-
fective in generatinga superiorAUC andthusallows RIPPER
to generatea betterclassi�er.

Our results indicate that high levels of SMOTE have
improved ROC curves on both datasets.However, we can
improve results further by applying our outlined Cluster-
SMOTE technique.We appliedsimple k-meansclusteringto
the minority examplesof the packets datasetand performed
two experimentsusingthreeand� ve centroids,valuesseeded
by the user. Oversamplingvaried at the ratesin the previous
experimentson individual clustersand RIPPERwas applied
to the entiredataset.Figure4 depictssomeof the bestresults
alongwith a 500-SMOTE baselinefor comparisonpurposes.

Amongthesecurves,thereis no singleclassi�er thatclearly
dominates.However, it is possible to �t a convex hull to
the curves presentedon an ROC graph[23]. This allows for
the approximationof the optimal classi�er, basedon known
classi�ers. When this procedureis applied to Figure 4, all
but one point within this convex hull come from classi�ers
basedon the Cluster-SMOTE method.Therefore,the optimal
classi�er for a given acceptablefalse-positive rate will be
selectedfrom Cluster-SMOTE classi�ers in all but one case.
Hence,Cluster-SMOTE is shown to bean effective methodof
classi�er enhancementon the packetsdataset.

B. Destinations

Likewise, the effectivenessof the SMOTE technique is
demonstratedthrough our destinationsdatasetexperiments.
The visual trade-off betweentrue positivesandfalsepositives
is presentedasan ROC in Figure5. Giventheunstablenature
of the rules formedby RIPPER,therewill tend to be certain
points in the ROC spacethat will slightly deviate from the
trend,but in general,the trend of the curves is as one might
expect.Anotherdeviation is that thebestROC curve for repli-
cationwasat 100%level, indicatingthat morereplicationled
to severeover�tting. However, SMOTE successively improved
performanceasweaddedmoresyntheticexamples,giving best
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performanceat 500%. As this datasetfeaturesan extremely
low numberof alert examples,the ROC curvesproducedare
especiallyprone to drastic suddenchanges,as can be seen
in Figure 5. However, the samegeneralobservations hold
from the destinationsdatasetas they did from packets: the
SMOTE curvedominatestherandomreplicationcurve.As this
datasetcontaineda very small minority classand clustering
on theseexamplesyielded a singlecluster, this indicatesthat
the alertswithin destinationsfall within a compactregion of
the total featurespace;thus,Cluster-SMOTE would be unable
to generateimproved classi�ers on this dataset.

VI . CONCLUSION

Ef�cient intrusion detectionis a dif�cult problembecause
of the dif�culty inherent in identifying intrusive behavior
while maintainingthe ability to limit falsealarms.Thus,we
have conductedan investigationinto methodsof falsepositive
limitation. We began by outlining a procedurefor building
a datasetfrom collectednetwork traf�c. Using basicpayload
analysisand destinationaddressgrouping,we generatedtwo
imbalanceddatasetsfeaturinga large set of attributes.Using
an opensourceIDS, SNORT, we wereableto label examples
from eachdatasetasalert andnormal.

These datasetswere then used in our investigation of
applicationsof SMOTE and a new method,Cluster-SMOTE,
in terms of restricting false positive rates while generating
rulesusingRIPPER.ROC curveswerepresentedestablishing
that SMOTE's emphasison classbordersin rule learningim-
provesclassi�ersbeyond the level of classbalancerestoration
through simple randomminority example replication.These
experimentsheld true through both datasets.An additional
experiment on the packets datasetdemonstratedSMOTE's
effectivenessover RIPPERlossratio.

In addition, we have investigated the effectiveness of
Cluster-SMOTE as a techniquefor imbalancedclasslearning
above SMOTE within the scopeof thesedatasets.We have
concludedthat Cluster-SMOTE provides an improvementon
SMOTE for thepacketsdataset,but cannotbeusedondestina-
tionsdueto thelimited featurespacesizeof theminority class.
Our successwith the packets datasetindicatesthat Cluster-
SMOTE is a techniquewhich may be useful in application
settingsoutsideof intrusion detection,but within the set of
classimbalanceproblems.

Looking forward, we will further pursueCluster-SMOTE
througha thoroughexaminationof its effectivenesson other
datasets.Additionally, the simple k-meansmethodemployed
in this paperis at bestlimited in its effectivenessandit is our
goal to develop superior localizationsof the minority class
through an approachusing hyper-rectangles.In conjunction
with this investigationof methodsfor localizing classimbal-
anceddatasets,we will investigatenew methodsof synthetic
point generationthat yield superiorclassboundaryde�nition.
This in turn will enableus to strike at the heartof the class
imbalanceproblem:classregion de�nition.
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