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Abstract— Maintaining synchronization of clocks between
wireless systems is a well known problem of which significane-
search has been performed. This has lead to a variety of metds °
introduced to maintain clock synchronization. Typically, works
are heavy weight in that they require constant communicatio be-
tween systems in order to maintain clock synchronization orthe
order of microseconds. Unfortunately, for many applicatims the
cost of constant communication to ensure clock synchronizian
is neither desirable nor acceptable. Additionally, for appications
such as link state routing, delay measurements and quality fo
service measurements, clock synchronization on the orderfo
microseconds is not necessary, and synchronization on theder
of milliseconds is sufficient. Thus, in this work we present a
light weight technique for correcting for clock drift between
systems that will allow for millisecond accuracy during lorg N
periods of time while requiring no special hardware nor congant R = V1 e
communication between systems. Experimental studies of ¢h
measured delay between two systems are performed, showing
that with a training period, clocks can remained synchronizZd Fig. 1. Graph of clock skew between two systems over time.
within a few milliseconds over long periods of time.
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synchronization, without requiring additional hardwam

N i millisecond accuracy over long periods of time only requgri
Significant work has been performed in clock synChrC}'esynchronization after hours have passed

hization between wireless systems [1], [2], [3], [4], where Typically, clocks in the wireless systems will differ for ew

the clocks can achieve a synchronization on the order |%fasons. The first reason is clock skew, which is simply the

Enfrosecotﬂds.t Howev?r, due t% clock d[)'ft tlhe ny'Chromm:hdifference between two clocks. While clock skew is reldtive
etween the two systems will soon be lost. Hence, o gésy to correct for, the second reason clocks differ is clock

works (_suc_h as [5], [.6]) _focus on being able to ac.hi.evgrift_ Clock drift refers to the fact that different clocksillv
and maintain synchronization between systems. They maintg o+ time at slightly different rates, resulting in varyin

synchronization by requiring constant communication leetwv clock skews. While clock skew can be corrected for by

the systems to be synchronized, or with the use of SpecrliF"I'Zseynchronization, clock drift can quickly cause the clochs t

haéd\_/;{arell. th h iaht hronizati hasi become unsynchronized.
riucaily, these heavy weight synchronizalion mechasism |, yer 19 motivate our work, the following experiment is

may not be desirable or acceptable in many situations. Fr%r

| ' irel work . t wh n. Two identical systems System 1 and System 2, were
€xampie, consider a wireless network experiment w eredﬁectly connected via an ethernet crossover cable. Nbgt, t
researcher wishes to track the delay of packets as th

. . ) %ystems were then had their clocks synchronized, using the
t_raverse the network. In this case, the mtrqductmn of ad Irst system as the ground truth for time. Finally packetsewer
tional data and/or packets can interfere with the results

S : o YIS &3nt from System 1 to System 2 over a period of 24 hours
bandwidth is consumed in order to maintain synchromzatl%th System 1 recording the time the packet was sent and
between the clocks. Additionally, microsecond accuracy

i ded il d ) I Hici K/stem 2 recording the time the packet was received at a rate
PO heeded, ?S :.m ISecon achcurta(c:jy_|s genekratﬁ Tu 'C'e5g200 packets per second. The experiment was then repeated
or many appiications (regearc studying packet delay, Q y connecting System 1 with System 3 and System 4, which
applications, ect.) on a wireless network. Thus, in thiskwor

o introduce a simple. liaht weight method to maintain cloc ere also identical. As is seen in Fig. 1, each system has a
wel u impie, ight weig intal ifferent clock drift as demonstrated by the varied slopks o
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the three different parings of systems. between systems will fluctuate more. Alternately, clocKtdri
The results from the above experiment provided the insgiaining can be done in rounds; where each individual host or
ration for our work in that for all three pairs of systemssize n subset of hosts can be connected to the ground truth
the change in clock skew is almost a straight line, implyingystem.
that linear regression can be used to remove the clock drift,As each host is connected to the ground truth host a UDP
and maintain synchronization between systems. While tinestream will be sent from the ground truth host to the conmecte
regression may not be able to determine an exact drift ratiost. This UDP stream should be a CBR stream of TSC
between the sender and receiver (due to fluctuations in opimestamps (which the receiver will record along with their
ation of the hardware); it can eliminate the majority of thewn timestamps) at a low data rate, in order to minimize the
effect from clock drift. load on the network and the receiving host. Finally, duratio
of the training period is directly related to how accurateanf
Il. AMETHOD FORACCOUNTING FORCLOCK DRIFT IN estimate is required. For example, in our experimentalistud
EXPERIMENTAL DATA we find that a training period of one hour to provide a close

In this section we discuss our method for accounting f&stimation of the clock drift within 042s.

clock drift between synchronized systems. The overall metth € 3 Perform Linear Regression: Once the stream has
can be separated into the following steps: been transmitted for the desired amount of time, lineareggr

1) Select a host to be used as the ground truth time. sion 1S used to derive an est|mate_for clock drift —, and
8|t|aI clock skewbd; 5 can be used in Eq. 1.

2) Transmit UDP packets from the ground truth system {
each of the clients at a slow rate in order to obtain a
training set for the linear regression. The length of the
training set is directly proportional to the amount of time If multiple rounds of tests need to be performed to obtain the

tey = Mi—g X tzy +b1_2 1)

between synchronizations of the system. required training data from each system, it is importantdten
3) Perform linear regression to estimate clock drift betweehat each system does not have to be connected directly with
the systems. the ground truth system. Once the relationship between two

4) Perform a standard clock synchronization (such as [&ystems is discovered, then each of those systems can then be

to eliminate the clock skew between the two systemsused in the next round to discover the relationship with lagot

5) As clock drift can not be estimated perfectly, resyrsystem. This allows fologs(n) training sessions. Next, the

chronization will need to be performed at a periodifinear equations for the different hosts can be combined to
basis (although significantly less frequently) in order teelate each host to the ground truth. For example consider
maintain millisecond accuracy. three systemsyy, 22, andzs. Systemse; andz, have been

Step 1. Selecting a ground truth system: Given a set of Synchronized via the Eq. 1, and systemsandxzs have been
systems,S, to be synchronized, the ground truth system cagynchronized via the equation:
be any system in the set. However, the system to be used
as the ground truth system should have an accurate timer, ay = Mo—3 X lyy +ba—3 (2
preferably a TSC (Time Stamp Counter) register. Alterredyiv |
synchronization of the ground truth system with an extern
source such as GPS or NTP is also acceptable.

Sep 2: Run Timing Experiment: In order to obtain the train-
ing data between systems, the systems can be connected eithe
via wireless or via Ethernet. Each method has advantages #vitich can be simplified to:
drawbacks. For wireless, the advantages lie in the fact that
all systems can be connected directly to the ground truth for tey =mi-3 X lzg +b1-3 4)
training purposes. However, there are significant drawba herem;_s = my_o X mas andby_s = mi_s X by_s +

in wireless transmission. The first major drawback is th%t_g' The drawback to this method is that the error rates of

order to relatexr3 to x; we can use substitution to Eq. 2
to Eq. 1 to derive the following:

ty, = Mi—2 X (Ma_3 X tzy +ba_3) + bi1_2 (3)

had a standard deviation of error£).6ms, then the expected

tina for t o "Ytandard deviation of error between these two measurements

cOMPpeETing for fransmission. . in the worst case ist1.1ms. Fortunately, experiments show
By connecting the hosts via Ethernet for the training P€ARat the worst case is not likely.

|r_||od, the r.esezzrcher can m|n||m|ze the t;effec; ofdpacket I"?SS'Step 4: Synchronize each system with the ground truth
OWEVEr, in order t_o connect large number of no es, mu UPSstem: Once the clock drift between each system has been
switches/routers will need to be added to the setup in omler

etermined, the final step is to eliminate the clock skew

synchronize the hosts at once. This can introduce addltio%%tween the systems. Thus, the systems are synchronized

errors in the clock drift estimation as the end-to-end delgy., o ground-truth system. The specific method does not

2This can be significantly mitigated by using broadcasts,ctvhire not specificglly matter, however a methOd_SUCh as [2], is pebfera
retried. as multiple systems can be synchronized concurrently aad th

wireless network be contention free, without other statio



method does not require the addition of special hardwareeOn Resync. Time A\l/gDaE{rTeStS'tEage%/
the clock skew has been eliminated, thealues of the linear Th - Train 2.1ms 1.8ms
expression can be set to 0 in order to indicate an initialkcloc 1h - Train, 1h - Resync | 0.1ms 1.0ms
skew of 0. 1h - Resync 4.0ms 3.7ms

If the clock drift is estimated perfectly, then no further TABLE IV
synchronization would ever need to be performed. Unfortu- STANDARD DEVIATION OF CLOCK SKEW AND AVERAGE ERROR BY
natly, it is not possible to estimate the clock drift with 200 SYNCHRONIZATION METHOD FOR A TEST CASE OFL DAY.

accuracy. There are many reasons for this, including slight

variations in a CPUs clock cycle rate, variations in packet

delivery due to OS overhead, ect. In our experiments it is

shown that clock drift can be estimated withir2us. This

puts a maximum error of 17.20fs between two clocks 20T T T T T T T T T T T T il Synchvonization On
after a one day period (with experimental results showing i ]
significantly better performance than the worst case). Thus
in order to maintian sub-millisecond accuracy the systems
will need to be resynchronizedt is very important to note,

that the most costly aspect of this timing method, linear
regression, does not need to be performed again. While the
method presented in this paper does not completly remove s0- -
the need for communication between the systems in order to
maintain synchronicity, it does considerably reduce thewmh S
of communication in order to maintain synchronization by L T L o A
allowing for longer periods of time between synchronizasio
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Fig. 2. Clock skew growth with initial synchronization.
I1l. EXPERIMENTATION

In our experiment, two identical laptops are used (same as
used in the initial experiment), both of which had been boot®n average less than 1ms from the expected value. Training
over in the hour prior to the start of the experiment, such thgets significantly longer the one minute do not significantly
each system was warm. For time synchronization purposes im@rove the clock drift estimation. The results in Table, 111
two systems were connected directly via a cross over cable addition to the results in Table | and Table Il indicatettha
Each experiment consisted of 1500 byte UDP packets sen€¥€n With the linear regression of the clock drift, that ageno
a rate of 200 pps for the duration of the experiment. The firfdfne passes the error and the standard deviation of the error
set of experiments investigates the length of time data siedigcomes greater. Thus, for the best results the clocks aith
to be transferred in order to obtain an accurate measureménpe resynchronized in order to maintain an acceptableimarg
for time drift. of error.

In order to determine the appropriate run length such that!n Table IV, thg average error aqd the stanQard deviation are
the appropriate function for time synchronization can ecc§hown under various synchronization scenarios. By resgach
we ran an experiment for five days. The five day set was sghgind the clocks every hour a sub-millisecond averagererro
into five single day single sets. Then a portion of each d&y/Possible in addition to a sub-millisecond standard deia
test set is used to develop the linear equation used for #i§0 Shown as the last entry in Table IV, is the average error
remainder of the data. In Table | and Table II, the averag@d standard when just resynchronization every one hour is
error and standard deviation for each of the training sizes §Sed. In Fig. 2 the clock skew of the TSC register between
the rest of the data set is shown. As can be seen, for a 24 hB¥® identical systems increases to over 150 milliseconds in
experiment a training set of at least an hour needs to be u§g§ day. In Figs. 3 and 4, the clock skew of the TSC register
in order to provide an accurate linear estimation of the kcloéS Shown with the following clock drift schemes:
drift. While training set times of less than an hour can pdevi « 1HT: Two hours of training are used with no resynchro-

an accurate estimate, the variation in the error for thesdhffit nization. . . o _
data sets is significantly greatét.is also important to note « 1HT-1R: Thirty minutes of training is used with resyn-
that the training only needs to be done once to establish an chronization occurring every hour.

estimate of the relative drift between the two systems. Once « 1R: No training with a one hour resynchronization period.
the relationship has been established the systems onlytoee@he best performing method isH — 1R, where one hour
be resynchronized when the worst case cumulative errorgrogf training is used with resynchronization occurring every
beyond the acceptable error bound. hour. This method allows a close estimation of the clockt drif
For a shorter experiment length, a shorter training set chatween the two systems with the hourly resynchronization
be used to provide an accurate measurement of clock drift,lesiting the cumulative error from the estimation to only a
shown in Table Ill. Here it can be seen that a training set &w tenths of a millisecond. Moreover, training by itsalf{7")
only one minute is required to obtain a measurement thatsisll has a better overall estimation at the end of the 24 hour



Test Day 1s 5s 10s 30s im
Avg. Err. | Std. Dev. | Avg. Err. | Std. Dev. | Avg. Err. | Std. Dev. | Avg. Err. | Std. Dev. | Avg. Err. | Std. Dev.
1 -76.2ms 43.2ms 17.9ms 11.1ms 19.7ms 12.2ms 14.3ms 9.0ms 14.1ms 8.9ms
2 39.1ms 22.6ms -11.1ms 6.3ms 0.5ms 1.3ms 2.7ms 2.1ms 11.1ms 6.7ms
3 -36.2ms 21.7ms -5.5ms 4.1ms 4.3ms 3.5ms -16.9ms 10.6ms -26.2ms 15.9ms
4 -14.1ms 8.2ms 2.6ms 1.9ms 4.0ms 2.6ms 1.3ms 1.4ms 14.3ms 8.4ms
5 -41.0ms 23.3ms -3.1ms 2.0ms 1.9ms 1.9ms 177.6ms | 102.9ms 0.2ms 1.4ms

TABLE |

STANDARD DEVIATION OF CLOCK SKEW AND AVERAGE ERROR BY TRAINING SET LENGTH FOR A TEST LENGTH OF ONE DAY

Test Day 5m 10m 30m 1h 2h
Avg. Err. | Std. Dev. | Avg. Err. | Std. Dev. | Avg. Err. | Std. Dev. | Avg. Err. | Std. Dev. | Avg. Err. | Std. Dev.
1 18.6ms 11.4ms 19.5ms 11.9ms 10.2ms 6.4ms 2.1ms 1.8ms 1.1ms 1.3ms
2 2.9ms 2.3ms 0.5ms 1.3ms -1.7ms 1.3ms -2.9ms 1.9ms -2.2ms 1.6ms
3 -6.2ms 4.5ms -5.6ms 4.1ms -5.8ms 4.1ms -5.8ms 4.2ms -5.7ms 4.2ms
4 2.3ms 1.8ms 2.9ms 1.6ms 1.6ms 1.5ms 1.3ms 1.4ms 1.0ms 1.3ms
5 2.6ms 2.3ms 2.6ms 2.3ms 3.3ms 2.6ms 0.9ms 1.5ms 0.5ms 1.5ms

TABLE Il

STANDARD DEVIATION OF CLOCK SKEW AND AVERAGE ERROR BY TRAINING SET LENGTH FOR A TEST LENGTH OF ONE DAY

Test Hour 30s im 5m 10m 30m
Avg. Err. | Std. Dev. | Avg. Err. | Std. Dev. | Avg. Err. | Std. Dev. | Avg. Err. | Std. Dev. | Avg. Err. | Std. Dev.
1 0.3ms 5.2ms 0.3ms 5.3ms 0.5ms 5.4ms 0.6ms 5.7ms 0.4ms 7.3ms
2 0.2ms 5.2ms 0.5ms 5.2ms 0.2ms 5.2ms 0.1ms 5.2ms 0.1ms 5.1ms
3 -0.4ms 5.0ms -0.8ms 5.0ms 0.0ms 5.1ms 0.0ms 5.1ms 0.0ms 5.1ms
4 0.0ms 5.1ms 0.5ms 5.2ms 0.0ms 5.1ms 0.0ms 5.1ms 0.0ms 5.1ms
5 7.0ms 8.5ms 0.0ms 5.2ms 0.0ms 5.2ms 0.0ms 5.2ms 0.0ms 5.1ms
TABLE Il

STANDARD DEVIATION OF CLOCK SKEW AND AVERAGE ERROR BY TRAINING SET LENGTH FOR A TEST LENGTH OF ONE HOUR

period than when synchronization is used every hour. Inrorde typically a 64bit register that indicates the number afckl
for resynchronization alone to give similar performanceilsir  cycles that have passes since system start-up. The TS@eregis
to 1H — 1R, resynchronization would need to be performebas two main benefits, namely stability and low read overhead
every two minutes introducing significant overhead. (10 - 20us). The main shortcoming with their work is that the
Limitations of using Linear Regression: In order to deter- cycle rate of the processor needs to be accurately measured,
mine the stability of the drift estimation, a linear regiess which they achieve by adding DAG cards to their hosts. Our
was performed on every sub-set of one hour of the five dayethod does not require an accurate measurement of a systems
test set. It was found that the standard deviation of the drdycle rate, as differences from the expected cycle rate land t
measurement was less than 0.1 microseconds with a differeactual clock rate will be eliminated by the linear regressio
of 0.2 microseconds between the minimum drift and maximufarmula.
drift. There are two primary factors to this deviation. Eirs  Other works focus on the synchronization of clocks between
processors are not exact in their clock rates, and they Ggitious systems. In [2], Maroti et al. propose a method oék!
fluctuate according to temperature and other environmendghchronization between receivers in a wireless netwaliz-ut
factors. The second source of error which causes trainitsy S@g broadcasts. The method is different in that the work does
to be longer is that the end-to-end delay between to systefut synchronize the receivers with the sending node, but the
can fluctuate on the order of a few microseconds during emeivers are Cooperative|y Synchronized_ In [3], PalGihaui,
transmission. Thus, many samples are needed to find #gha, and Johnson present a method to synchronize clocks
average case, such that the minor fluctuations in end-to-§Ada multi-hop wireless network. Notably, each of the two

delay do not significantly affect the overall result. Forttely, works could be substituted for the synchronization stepuwf o
even with these errors we show a 25X increase in accuragbtocol.

from the standard clock drift of roughBu.s per second which

In [4], Ganeriwal, Kumar, and Srivastava present a method
occurred normally.

for accurately synchronizing the clocks of motes in a wesle
ad-hoc sensor network. They show their method to achieve
IV. RELATED WORK synchronization withir20u.s on average and0us in the worst
In [6], Pasztor and Veitch demonstrate the effectivendss ease. Iwanicki, van Steen, and Voulgaris address scdiabili
using the TSC (Time Stamp Counter) for accurate measune-the context of a large-scale distributed system through a
ment of time which is found on most modern processors. gbssip-based scheme, Gossiping Time Protocol (GTP) in [7].



high delay may substantially affect the adjustment of the
receiver’s clock, which is not desirable for research pagso

m, I In [9], Tulone presents a method for maintaining clock
8- R synchronization between wireless motes during periodisnef t
when clock synchronization protocols cannot be run during a
2 or : brief period of time. The author's method allows for error
g ] bounds during these periods of non-synchronization to be
30 b divided in half. Our method is similar as we are concerned
’ 2; 1 with the periods of time between clock synchronization. Whi
I | Tulone’s work will give a close estimate of the true clock
e e g e AP AL o it during short periods of non-synchronization, during large
e O T P periods s_ignificgnt error Wi_II still b_e present. Another giieal
Time (H) problem in [9] is that it will be difficult to ensure that each

device has one clock counting faster then the true time and

, _ _ , o one clock counting slower.
Fig. 4. Clock skew with clock drift correction, hourly resshronization.

V. CONCLUSIONS
In conclusion, this work introduced a simple method to

0T account for the various amounts of clock drift between sys-
: S5l tems. While, there have been many other works that correct
8- . for clock drift, they typically require the addition of spat

hardware and/or consistent communication between the.host
7 On the other hand, our method does not require the addition
] on any specialized hardware nor does it require constant
communication between systems to maintain synchronizatio

While the linear regression is expensive and time consuming
] to perform, in only needs to be performed once provided the
4 CPU cycle rate stays stable. Additionally, once the clogk dr
R e S T L T T estimate between two systems is derived, that synchraoizat

Time (H) will only need to be performed once every couple of hours in

order to maintain millisecond accuracy. This is a signiftcan
improvement over simple synchronization techniques which
would need to be performed every few minutes in order to
maintain a similar level of synchronization.

Clock Skew (ms)

Fig. 3. Clock skew growths with resynchronization or clocktaorrection.
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