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Abstract—Re-tasking and remote programming of sensor
networks is an essential functionality to make these networks
practical and effective. As the availability of more capable sensor
nodes increases and new functional implementations continue
to be proposed, these large collections of wireless nodes will
need the ability to update and upgrade the software packages
they are running. Standard flooding mechanisms are too energy-
costly and computationally expensive and they may interfere with
the network’s current tasks. A reliable method for distributing
new code or binary files to every node in a wireless sensor
network is needed. This paper proposes a more effective method,
called PALER (Push Aggressively with Lazy Error Recovery),
which builds upon the previously proposed PSFQ protocol [1], a
reliable transport protocol which slowly paces the propagation
of file segments, but uses an aggressive local recovery method
to avoid packet implosion due to loss propagation. PALER
uses a more aggressive pushing mechanism and reduces the
recovery mechanism to a single inclusive NACK. Furthermore,
PALER uses local neighbor information to reduce redundant
transmissions. This paper studies this new protocol’s energy
efficiency and shows that it scales well to higher densities and
field sizes.

I. INTRODUCTION

Wireless sensor networks are a collection of small sensor
devices, typically battery powered, that may be static or
mobile, and may configure in an ad hoc fashion. They have
inspired a great deal of research into the design and implemen-
tation of such networks, such as routing mechanisms, event
triggering, and clustering methods, as well as methods of
improving energy efficiency with radio power control mecha-
nisms and adaptive functionality. Re-tasking sensor networks
which have already been deployed is still an open area of
research. It requires the reliable distribution of a binary file or
code to all of the nodes which require the new program, and a
coordinated method of loading the new program among all of
the nodes. This can be an expensive task, requiring significant
battery power to fulfill all necessary radio transmissions, and
consuming the computational resources of the wireless nodes.

In this paper, we will focus on the task of file distribution
in support of remote programming. There have been a number
of proposals for such a functionality. Many of these have
worked under the assumption of a small binary or code file,
requiring a limited number of segments to be distributed. This
condition was typical of early wireless sensor motes, which
have limited memory capacity, but as the capability of sensor

motes increases, sensor network programs will inevitably
increase with them. In this paper, we will explore a more
efficient method of binary or code distribution for relatively
large datafiles. The most basic method of file distribution
is by flooding the segments into the sensor network. This
method is very costly, though, as every node will receive and
broadcast each segment of a file. Many of these broadcasts are
unnecessary since sensor networks may be dense, and have
highly overlapping broadcast zones. The redundant transmis-
sions are an unnecessary expenditure of power and could lead
to increased packet loss due to congestion. Another issue with
the naive flooding method is that it provides no reliability. It
is important to ensure that all nodes in the network receive
the entire file in a timely manner, so reliability mechanisms
will be needed.

Wan, et al. proposed Pump Slowly, Fetch Quickly (PSFQ)
[1], a reliable transport protocol which reduces transmissions,
making it energy efficient and scalable. The basic premise
behind the protocol is to propagate the segments at a relatively
slow pace (“pump slowly”), and use an aggressive NACK
mechanism to fetch missed segments (“fetch quickly”). This
protocol attempts to minimize the cost of lost packets by
reducing NACKs and rebroadcasts in response to NACKs to
a single hop. They also reduce the amount of transmissions
through forwarding by using a counter mechanism to limit
transmissions. These methods are effective in reducing the
total number of transmissions necessary to flood all segments
of a file throughout a sensor network, however, the aggressive
timing of the fetch operation can lead to congestion in a dense
network when nodes attempt to respond to NACKs. Also,
the retransmission delay that is added to allow for handling
NACKs places a lower bound on the latency. We propose
Push Aggressively with Lazy Error Recovery (PALER), which
is based on PSFQ with the enhancement that NACKs are
reserved until the end of the transmission of all segments. This
reduces the amount of NACK packets, particularly in high-loss
environments. A slower response period reduces collisions in
NACK responses, and further reduces the number of total
transmissions for complete dissemination. This modification
also eliminates the need for a retransmission delay, allowing
a more aggressive forwarding method, leading to reduced
latency.

PSFQ and PALER have been implemented and evaluated



through simulation to exhibit the effects of node density and
hop count on total transmissions and latency. These results
show that a more relaxed recovery mechanism avoids much
of the contention and collision found in a more aggressive
mechanism. It also provides an opportunity for improved
collaboration among nodes to avoid redundant responses. In
addition, withholding negative acknowledgements until all
segments of a dataset have been broadcast allows a more
aggressive propagation of segments. This allows PALER to
improve energy efficiency by reducing transmissions while
reducing latency. The results show that PALER is capable of
functioning efficiently in very dense networks, and latency
scales very well across an increasing field size. We compare
two variations of PALER to evaluate the advantages of differ-
ing pruning techniques in the flooding phase. Version I utilizes
a counter method to reduce redundant transmissions, while
version II utilizes local neighbor data to prune unnecessary
transmissions.

II. RELATED WORK

Code distribution has many similarities with reliable mul-
ticast, reliable broadcasting and energy-efficent broadcasting
research. Many traditional techniques for making multicast
reliable in wired networks, such as [2], are too computation-
ally expensive for the limited resources of a wireless node.
Multicast protocols which have been developed for wireless
networks, such as [3] and [4], tend to favor robustness to
provide reliability. This built-in redundancy comes at the
expense of energy efficiency. Wireless broadcasting protocols
focused on reliability typically require significant overhead in
control packets [5, 6].

Energy-efficient wireless broadcast protocols typically fo-
cus in two areas: minimizing forwarding nodes [7, 8, 9, 10],
or minimizing transmission power [11, 12, 13]. [7] offers
several methods of reducing forwarding nodes, such as prob-
abilistic, counter, and cluster methods, each with differing
levels of reliability. [10] developed an algorithm to identify
a dominating set in a network, which would make up the
intermediate nodes in all broadcasts. [9] and [8] built upon
this method by reducing the size of the dominating set.
Selection of a dominating set may reduce total transmissions
in a broadcast, however, it does not balance the load, as
the nodes in the dominating set will incur all of the cost.
An interesting extension of [9] is a neighbor elimination
method which is very similar to the method used in PALER
to reduce forwarding nodes. [14] also used an approximation
of minimum dominating set to achieve reliability and reduce
the cost of recovery. Their scheme is capable of providing
reliable broadcast of a single packet, and limits the cost of
dropped packets with local recovery, but the focus of this
work is on reliability rather than the energy efficiency of
the downstream propagation. Broadcast protocols aimed at
minimizing transmission power are typically based upon a set
cover [12] or minimum spanning [11, 13] problem. These tend
to provide very efficient distribution trees and balance loads

evenly; however, they require a knowledge of the complete
network topology, and are best used in a static environment
where optimal routes can be predetermined.

Others methods of achieving reliability or efficiency in-
clude FEC and network coding techniques. FEC is used
in conjunction with probabilistic forwarding by [15] to add
reliability to an efficiency scheme. The FEC technique offers
flexibility in the propagation and recovery methods. With
a large data distribution, the number of overhead packets
generated by the FEC is expected to be minimal relative to
the total packets sent, but this assumes a lossless environment
and ideal MAC layer. A realistic scenario could require an
undesirable number of overhead packets produced by the
encoding method to provide reliability. The forwarding prob-
ability used for their simulations is optimized for the network
topology, which provided efficient propagation results. This
would make implementations sensitive to alterations in the
network size and density, however, which could lead to a loss
of efficiency or reliability. Network coding is used in [16] to
improve efficiency by reducing the number of transmissions.
They provide an alternative algorithm in their approach for
multicast in wireless networks to exploit the wireless multicast
advantage. While the number of transmissions may be reduced
in this method, the potential overhead cost of the control data
which must be appended to each packet is not evaluated. For
large data transmissions, as may be used for re-tasking, this
cost could be significant. Extensions would also need to be
made to this scheme to provide reliability and loss recovery.

Trickle [17] is a popular recent method of code propagation
and maintenance. It uses a gossiping protocol with periodic
metadata broadcasts to identify nodes which require an update
to a new version of code. It uses a counter method to limit
the number of gossip messages broadcast during an interval,
which makes Trickle a very energy efficient method of main-
taining a sensor network. Trickle is not greatly concerned
with latency, and is based upon an expectation of a very
small code segment or binary file, one which will fit in a
small number of packets. Our protocol will be more focused
on an efficient method for a single reprogramming event
of a relatively large binary file. Another gossip based code
propagation protocol is GCP [18]. It uses periodic beacons to
detect outdated code versions, similar to Trickle. However, it
also includes a forwarding control mechanism to balance the
load of distribution. Each node has a limited number of tokens
that it may use for distributing each new version of code.

Melete [19] builds upon Trickle to support dynamic group-
ing and concurrent applications in sensor networks. It uses a
periodic metadata broadcast to maintain the network. It also
supports group-based code propagation. Nodes may dynami-
cally enter and exit a group, and must broadcast a request for
the new group code. Melete avoids broadcast implosion by
pacing requests through a probabilistic and progressive flood-
ing mechanism. Because of the dynamic grouping nature of
their system, code propagation will be accomplished through



Broadcasts Breakdown

0

500

1000

1500

2000

2500

40 60 80 100

nodes

tr
an

sm
is

si
o

n
s

Broadcasts NACKs Replies

(a) Loss: 10%

Broadcasts Breakdown

0

500

1000

1500

2000

2500

40 60 80 100

nodes

tr
an

sm
is

si
o

n
s

Broadcasts NACKs Replies

(b) Loss: 50%

Fig. 1: Breakdown of the types of transmissions during a simulation of PSFQ. Simulation had a fixed field size with increasing
node count. (a) shows the results of a low-loss environment, 10%. (b) shows the results of a high-loss environment, 50%.

multi-hop unicast in many situations. In our protocol, we will
instead focus on a one-to-all distribution of a large data file.

III. PROTOCOL DESIGN

A. PSFQ Design

PSFQ [1] distributes data from a single source to a network
of sinks by slowly pacing the propagation of packets. Nodes
that detect a lost packet due to out-of-order packet reception
will aggressively fetch the missing packet by sending a NACK
to its immediate neighbors. Nodes will refrain from forward-
ing packets received out-of-order until all packets leading up
that one have been recovered. In other words, regardless of
the order of reception, nodes will only rebroadcast packets
in-order. This prevents the propagation of a loss event to the
downstream nodes. Requiring in-order broadcasts also ensures
that lost packets can be retrieved from at least one immediate
neighbor, since the neighbor that broadcast the higher than
expected sequence number must also contain the expected
sequence number. By localizing recovery, it reduces lost re-
covery cost by suppressing the propagation of loss events and
negative acknowledgements, and reducing recovery to a single
hop transmission. The PSFQ protocol is built upon a tightly
coupled timing between the pushing mechanisms and fetching
mechanisms. The pumping mechanism relies on two timers,
Tmin and Tmax. After reception of each in-order packet, the
packet will be scheduled for re-broadcast following a random
delay between Tmin and Tmax. A counter is maintained for
the number of times each packet is heard. If a packet is
received four times prior to rebroadcasting, the rebroadcast
event is canceled to suppress redundant transmissions.

If a packet is received out-of-order, the node will schedule
a NACK with a request for the missing segments after a short
random delay. The node will continue to send a NACK every
Tr until all of the missing segments have been received. The

key to PSFQ is the relation between Tr and Tmax. The ratio
between Tr and Tmax determines how many opportunities a
node has to fetch a missing segment before the next segment
is expected to arrive. The higher the ratio Tmax/Tr the greater
the probability that the segment will be successfully received
over multiple hops. In their implementation, they selected
Tmax = 5 ∗ Tr, and Tmin = 1

2Tmax. Tr must also be chosen
to provide an adequate window for recovery. To provide a
minimum necessary window, Tr should be at least four times
the latency for a single packet, but they proposed that a
reasonable value would be Tr = 6 ∗ Tp.

When a node receives a NACK, it checks the request against
its own cache to determine if it has any of the missing
segments. If it does, it will schedule a reply with the missing
segment at a random time within the interval 1

4Tr to 1
2Tr. To

reduce contention and redundant transmissions, it will cancel
the reply event if it overhears any neighbors responding to the
same missing segment prior to its own reply. To improve the
likelihood that only one neighbor will respond to a NACK
request, each node maintains a table with the average signal
strengths of its parent nodes. When it sends a NACK, it
includes its preferred neighbor (node with the highest average
signal strength) in the header. The neighboring nodes will
check to determine if it is the preferred neighbor; if not, it
will double it’s delay interval before sending the reply, giving
it more time to overhear a reply from the preferred neighbor.

The slow pumping mechanism of PSFQ along with the
counter method for pruning of forwarding nodes is effective
in reducing contention and collision, and efficiently prop-
agating a file with minimal redundant transmissions. The
fetching mechanism avoids the NACK implosion problem by
localizing recovery. However, the aggressive nature of the
fetch mechanism and the relatively short time frame of the
recovery intervals leads to a great deal of contention. While



the neighboring nodes listen for duplicate replies from other
neighbors, the response timeframe does not allow a large
window to randomly disperse the responses and to overhear
responses. Each node is generating a random delay period
between 1

4Tr to 1
2Tr. This interval equates to just 3

2Tp, which
provides little opportunity for overhearing. The inclusion of
a preferred neighbor based on received signal strength helps
increase the window of opportunity for overhearing other
responses, but nodes that computed a small random delay will
still be transmitting close to the same time as the preferred
node. In a dense network, this may result in a high number
of collisions, possibly resulting in more redundant responses.
Figure 1 shows a breakdown of the types of transmissions
observed in a simulation of PSFQ. In this simulation, the
field is set to 1km × 1km, and the density ranges from 40
to 100 nodes per km2. The first graph shows the results
for an average 10% packet loss, the second graph depicts
the same results for a 50% loss environment. These figures
show that the number of response messages are a significant
percentage of the total transmissions. Many of these reply
transmissions are redundant, and could be avoided with a less
aggressive method. Additionally, in a high loss environment,
the in-order requirement can result in a high number of NACK
transmissions. Another impact of the timing constraints is that
it places a lower bound on the latency that is equivalent to
Tmin ∗ hops, where hops is the maximum number of hops
needed to reach all nodes from the source.

B. PALER Design

To avoid the contention and collisions resulting from the
aggressive recovery mechanism of PSFQ, PALER eliminates
the in-order reception requirement and maintains a list of
missing segments. After all packets have been broadcast, each
node will broadcast a NACK to its neighbors. An important
aspect of PALER is that, even though it does not require in-
order reception, it still maintains a local recovery mechanism.
The reason this is possible is because if a neighbor receives
a NACK, it can first check its own cache for the missing
segments. Any segments that are present in the local cache
may be sent to the requester in a single hop transmission.
As for segments that are not present in the local cache, these
segments must also be among the list of missing segments on
the local node, which means that they will be included in the
local nodes NACK. Therefore, it does not need to propagate
the NACK from its neighbor, because the missing segments
will be redundant. This maintains local recovery with single
hop NACK transmissions, while still ensuring that request
for missing segments will be propagated until the missing
segments are found.

When a node receives a segment, it checks if the segment
is already contained in its cache; if it is, it increments a
counter for that segment. If it is the first reception of this
segment, it schedules a forwarding event at a random delay
between 0 and 100 ms. If the counter for the segment reaches
three before the segment is rebroadcast, the forwarding event

is canceled. Because NACKs are withheld until the final
segment, intermediate nodes do not have to have a minimum
delay period prior to rebroadcasting, so the interval can be
any random period within 100 ms. Since the counter limits
the rebroadcast within a region to the first three attempts, the
average interval prior to a rebroadcast tends to trend closer to
0 than 100 ms, particularly in dense networks. This eliminates
the lower bound on latency, and provides a much improved
latency that scales well across large multi-hop environments.

When a node receives the last segment of a distribution, it
schedules a broadcast of a NACK to its one-hop neighbors
which includes a list of segments it is missing. The NACK
is scheduled following a random delay period, which is used
to reduce collisions, and to allow the node an opportunity
to overhear rebroadcasted segments in response to other
NACKs. If it overhears a segment that it was missing prior to
broadcasting its NACK, it will remove that segment number
from its list of missing segments. When a neighboring node
receives a NACK, it checks the list of missing segments
against its own cache. If it owns any of the missing segments,
it will schedule a reply with the missing segment following
a random delay between 0 to 50 ms. If it owns more than
one segment, it will schedule each additional segment for a
reply at 10 ms intervals. The delay prior to replies reduces
contention and allows the nodes to overhear other replies. If
a node overhears a reply for a segment that it has scheduled
a reply for, it will cancel its reply event.

Since this recovery mechanism is dependent upon reception
of the last segment, a timeout period is used in case of loss of
the last segment. The timeout period is continuously updated
to be Tbegin + α ∗ (Tavg ∗ [Segtot − Segrec]). Here, Tbegin is
the time the first segment was received, Tavg is the average
interval between reception of each segment, Segtot is the
total number of segments, Segrec is the number of segments
received, and α ≥ 1 is a small multiplier that determines how
aggressive the timeout value should be, typically this would
be less than 1.5. Following the transmission of each NACK, a
new timeout value is set to specify a maximum time expected
before all missing packets are recovered. If any segments are
still missing at the end of this timeout period, another NACK
will be transmitted, and a new timeout value will be set. The
first timeout following a NACK will be calculated using the
same formula as above. If additional NACK’s are necessary,
each additional timeout period will be doubled to avoid a
NACK implosion resulting from downstream nodes waiting
for a multi-hop recovery to propagate.

C. PALER Flooding Mechanism

With the lazy error recovery of PALER, NACK and re-
covery transmissions are greatly reduced, leading to a very
efficient broadcast with minimal wasted energy. However, the
pushing operation still requires a relatively large number of
transmissions, even in fairly dense networks, and many of
these transmissions are redundant. PSFQ increased efficiency
over standard flooding by using a counter with a cutoff of 4 to
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Fig. 2: Results of PSFQ simulation with Tr = 6ms. Simulation had a fixed field size with increasing node count. (a) shows
the total number of transmissions during the simulation. (b) shows the average latency.

locally limit the number of rebroadcasts within a region. [7]
showed that if a node overhears a message 4 times, the average
additional coverage that can be achieved by performing its
own rebroadcast of the message is just 5%. The additional
coverage that can be expected after overhearing a message
3 times was shown to be about 9%. In PALER, a counter
with a cutoff of 3 is used to limit redundant transmissions.
The selection of 3 as the cutoff proved to reduce forward-
ing transmissions without significantly affecting NACKs or
recovery transmissions.

To further improve the efficiency of the propagation
method, a new mechanism was devised that used two-hop
neighbor information that is dynamically acquired. To gener-
ate a representation of each node’s two-hop neighborhood,
each node will include a list of its immediate neighbors
with the first n segments of a broadcast. The value n is an
implementation set value that will determine the strength of
the neighborhood representation; in our implementation n is
10. When a node receives a segment with this list in the
header, it will add pairings of the sending node with each of its
neighbors to a table that list all of the immediate neighbors of
nodes within its two-hop neighborhood. To reduce the amount
of contention and collision during the propagation of the first
n segments, particularly in dense networks, a probabilistic
method can be used to limit the number of rebroadcasts. A
probabilistic method is used instead of a counter, because a
counter could result in the same nodes rebroadcasting each
time, resulting in an incomplete neighborhood representation.
The probability selected should be high enough to ensure
that each node broadcast its neighborhood information at
least once, which is implementation dependent on n. It can
be determined by using a cumulative probability distribution
function to determine what value of p is needed for the desired
confidence level.

Following the initial n segments, when a node receives a
segment for the first time, it generates a list of its neighbors
and schedules a rebroadcast event at a random time as before.

The list of neighbors represents all of the immediate neighbors
that may need this current segment. For each transmission of
that segment it receives prior to rebroadcasting, it removes
the sending node from the list of neighbors associated with
that packet. It then acquires the list of the sending node’s
immediate neighbors from its neighbor table, and removes
each of these nodes (if present) from its list of neighbors
for this segment. These are removed because it is able to
assume that each of these nodes received the segment from
the sending node, and therefore do not need this segment.
If the list of neighbors for a segment becomes empty prior
to forwarding the segment, the rebroadcast event is canceled,
since it is assumed that all neighbors received the segment.

IV. SIMULATION METHOD

To evaluate PALER, it was implemented in the Jist/Swans
simulation environment [20, 21], a scalable wireless ad hoc
network simulator based in Java. PSFQ was also implemented
for comparison. Swans provides a full representation of the
complete network layer model, with accurate representations
of a wireless environment, including path loss, environmental
noise and collision interference. Each node in the simulation
was implemented with an 802.11 radio, with a range of
approximately 250 meters. Two sets of simulations were
performed, one with a fixed field size of 1km × 1km, with
an increasing density, and another with a fixed density and
increasing field size. For each simulation, a file of size 50
KB was distributed. The file was segmented into 50 chunks,
each 1 KB. The primary metrics used to evaluate the protocols
are total transmissions and latency, where latency is measured
as the time needed for all nodes to receive every segment
of the data file. The goal of PALER is to improve on the
efficiency of PSFQ by reducing transmissions, while still
meeting or exceeding the latency performance of PSFQ. In
our simulation results, we show that this was accomplished.
Our evaluation of PALER will show that energy efficiency
can be further improved using dynamic, local neighborhood
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Fig. 3: Comparison of total transmissions of PSFQ, PALER-I and PALER-II, measured across increasing field size. Density is
fixed at 50 nodes per km2. A 50 KB file is transmitted in 1 KB segments. (a) shows the results for a low-loss environment,
10%. (b) shows the results for 35% loss, and (c) for a 50% loss. PALER-I and PALER-II exhibit a significant decrease in
the number of total transmissions required to complete a code distribution, with PALER-II demonstrating the best energy
efficiency.
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Fig. 4: Comparison of average latency of PSFQ, PALER-I and PALER-II with a fixed density and increasing field size. These
latencies correspond to the simulation results in Figure 3. PALER shows an ability to scale extremely well across multiple
hops, scaling below a linear rate of increase.

information, though this may slightly impact latency. For
comparison, we have implemented both flooding mechanisms
in PALER. The results for the PALER implementation using
the counter method are presented as PALER-I, and the results
for the implementation utilizing the neighbor pruning method
are presented as PALER-II.

To determine the timing parameters used for the PSFQ im-
plementation, a test scenario was implemented in Jist/Swans
to determine the average time for a packet transmission with
the range of densities used in our simulations. The calibration
results showed that Tp ≈ 1ms. Based on the recommendation
in [1], Tr was set to 6 ∗ Tp. Therefore, in our initial imple-
mentation of PSFQ, the timing parameters were Tr = 6ms,
Tmin = 15ms, and Tmax = 30ms. The simulation results for
this implementation exhibited a very poor energy efficiency,
and did not scale well with high node densities. The results
of these simulations for a low loss environment are shown in
Figure 2. The simulations were implemented with a field size
of 1km×1km, with an average packet loss of 10% and 40 to
300 randomly placed nodes, each with a range of 250m. Even

at 40 nodes, the number of transmissions is above 2000, which
is what would result from a basic flooding mechanism. It can
be seen that as the density increases above 100 per km2, PSFQ
does not scale well, and the number of transmissions quickly
escalates to multiple times the value of flooding. Therefore,
to provide a stronger basis for comparison, the timing metrics
were changed to those used in Wan et al.’s implementation [1].
For their implementation, the timing metrics were Tr = 20ms,
Tmin = 50ms, Tmax = 100ms. This provided a greatly
improved energy efficiency with transmissions an order of
magnitude smaller, though the latency did increase as a result
of the lower bound imposed by Tmin.

V. RESULTS

The first simulation performed a comparison for varying
field size of a network. The density for these simulations
is fixed at 50 nodes per km2. The number of nodes in the
simulation ranges from 50 to 250, which corresponds to a
field size ranging from 1km × 1km to 2.236km × 2.236km
(or a width of 4 hops to a width of 9 hops). The results in
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Fig. 5: Comparison of total transmissions of PSFQ, PALER-I and PALER-II measured against increasing density. The field
is fixed at 1km× 1km, each node has a range of 250m. A 50 KB file is transmitted in 1 KB segments. (a) shows the results
for a low-loss environment, 10%. (b) shows the results for 35% loss, and (c) for a 50% loss. The benefits of PALER-II are
greatest in networks with an average node connectivity less than 20.

Figure 3 show the average number of transmissions, measured
by the network size, for an average loss environment of 10%,
35% and 50%. The graphs show that PALER-I exhibits a 20-
30% reduction in transmissions from PSFQ, while PALER-
II exhibits a 30-35% reduction. The increase in efficiency
is fairly consistent across differing loss environments and
differing field sizes.

The second set of graphs in Figure 4 show the correspond-
ing latencies for the same set of simulations. Due to its lower
bound on latency, PSFQ scales fairly linearly with field size
(number of hops). However, it does perform rather consis-
tently among increasing loss environments. As seen, PALER
scales very well across increasing field sizes, particularly in
moderate loss environments. In high loss environments, such
as that of Figure 4c, latency increases in stronger relation
to field size, but still performs strongly in comparison to
PSFQ. PALER-I exhibited the best latency, revealing the
tradeoff of energy efficiency and latency between the flooding
mechanisms. This slight increase in latency in PALER-II is
due in part to the random timing mechanism of PALER. In
PALER-I, the nodes which do not choose the lowest random
delay periods are the ones that suppress forwarding, whereas
in PALER-II, the pruning selection is partially independent of
the delay period chosen.

To examine how PALER performs in differing densities,
another set of simulations was performed with density varying
from 40 nodes per km2 to 300 per km2. The results are shown
in Figure 5, for loss environments of 10%, 35% and 50%. The
efficiency improvement of PALER-II is approximately 30%,
which is consistent across all densities when averaged over the
different loss environments. PALER-I increases in efficiency
improvement as density increases. It results in a reduction of
transmissions of 23% for a density of 40 nodes per km2, but
nearly 45% for densities of 300 nodes per km2. In extremely
dense environments, PSFQ actually performed worse in a low-
loss environment, due to high contention during recovery. As a
result, Figure 5a is shown on a different scale to accommodate

the plot of PSFQ. These results show that PALER scales
well to extremely dense networks. The overhead of generating
neighborhood information in PALER-II can be seen in very
dense networks. Since PALER-II requires nodes to broadcast
at a certain probability for an initial period, collisions can
result in very dense networks. For densities below 100 nodes
per km2, PALER-II performs more efficiently, but at densities
above 100 nodes per km2 PALER-I performs more efficiently.
This point of intersection corresponds to an average node
connectivity of approximately 20. In many cases, this may be
an acceptable upper bound, but if an extremely dense network
is expected, PALER-I will perform efficiently.

The greatest factor in the reduction of transmissions by
PALER is the reduction of contention and collisions during
recovery. The lazy recovery method allows nodes to carefully
pace recovery operations and avoid redundant transmissions.
Figure 6 shows the breakdown of PALER transmissions
between broadcasts, NACKs, and reply messages. The graphs
from Figure 1 are included for comparison, it can be seen that
the number of broadcasts is fairly similar, but the number of
NACKs and replies make up a significantly smaller percentage
of total transmissions in PALER.

VI. CONCLUSIONS AND FUTURE WORK

The results from the previous section show that PALER is
able to consistently improve energy efficiency above PSFQ
across a broad range of network sizes and densities. In
addition, latency proved to scale very well in PALER, par-
ticularly in moderate loss environments. The main reason for
the improved efficiency in the number of total broadcast is
due to the more relaxed nature of the recovery mechanism,
which avoided much of the contention that affected PSFQ.
The comparison in Figure 6 shows that PALER performs
fairly consistently with PSFQ in the total number of forwarded
broadcasts. However, the percentage of NACK and reply
messages is greatly reduced in PALER. PALER implemented
with a neighbor pruning mechanism showed an additional



Broadcasts Breakdown

0

500

1000

1500

2000

2500

40 60 80 100

nodes

tr
an

sm
is

si
o

n
s

Broadcasts NACKs Replies

(a) PSFQ, loss: 10%

Broadcasts Breakdown

0

500

1000

1500

2000

2500

40 60 80 100

nodes

tr
an

sm
is

si
o

n
s

Broadcasts NACKs Replies

(b) PALER, loss: 10%

Broadcasts Breakdown

0

500

1000

1500

2000

2500

40 60 80 100

nodes

tr
an

sm
is

si
o

n
s

Broadcasts NACKs Replies

(c) PSFQ, loss: 50%

Broadcasts Breakdown

0

500

1000

1500

2000

2500

40 60 80 100

nodes

tr
an

sm
is

si
o

n
s

Broadcasts NACKs Replies

(d) PALER, loss: 50%

Fig. 6: Breakdown of the types of transmissions during a simulation of PALER. Simulation had a fixed field size with
increasing node count. PSFQ graphs as shown in Figure 1 are included for comparison (a)&(b) shows a comparison for a
low-loss environment, 10%. (c)&(d) shows a comparison for a high-loss environment 50%. PALER shows a much smaller
percentage of NACK and reply messages, relative to broadcasts, in comparison to PSFQ.

improvement in energy efficiency in moderate densities. This
increase in energy efficiency came at the cost of slightly
higher latencies than the counter method implementation.
However, the average latencies of both implementations scaled
considerably better than PSFQ, and in many sensor network
environments the savings in power consumption will outweigh
the small increase in latency.

We plan to further develop a comprehensive sensor network
reprogramming framework. Additional methods to improve
energy efficiency will be explored, such as dynamically adjust-
ing radio transmission power. Neighbor locality information
may be estimated from received signal strength. This infor-
mation may be used to determine the minimum transmission
power needed to reach all neighbors. The neighbor pruning
mechanism leads nicely in this direction, since a list of neigh-
bors requiring the segment is maintained. If the estimated

transmission power to reach a neighbor is added to each node
in the list, nodes may dynamically adjust their transmission
power to the maximum of these values in the remaining list
of neighbors. This has the potential to reduce the total power
expended for distributing new code, and reduce contention
and collisions since the transmission range will be limited to
the desired coverage area.

Other areas for future work include adding version metadata
to facilitate automatic updates and maintenance. A fully
implemented system should be capable of ensuring that all
nodes maintain the most current version of code. This will
require the ability to detect new or outdated versions and
update any necessary nodes in a manner that allows the
network to continue to perform reliably during the update.
We would also like to support group-centric re-tasking. Sensor
network nodes may be organized into groups which perform



specialized functions. These group assignments may adjust
dynamically to respond to the environment. We will explore
methods to efficiently support such functionality.
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