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Abstract

We study the problem of how resilient networks are to node faults. Specifically, we investigate the question
of how many faults a network can sustain and still contain a large (i.e., linear-sized) connected component with
approximately the same expansion as the original fault-free network. We use a pruning technique that culls away
those parts of the faulty network that have poor expansion. The faults may occur at random or be caused by an
adversary. Our techniques apply in either case. In the adversarial setting, we prove that for every network with
expansion «, a large connected component with basically the same expansion as the original network exists for up
to a constant times « - n faults. We show this result is tight in the sense that every graph G of size n and uniform
expansion a(-) can be broken into components of size o(n) with w(a(n) - n) faults.

Unlike the adversarial case, the expansion of a graph gives a very weak bound on its resilience to random faults.
While it is the case, as before, that there are networks of uniform expansion ©2(1/log n) that are not resilient again-
st a fault probability of a constant times 1/logn, it is also observed that there are networks of uniform expansion
O(1/+/n) that are resilient against a constant fault probability. Thus, we introduce a different parameter, called the
span of a graph, which gives us a more precise handle on the maximum fault probability. We use the span to show
the first known results for the effect of random faults on the expansion of d-dimensional meshes.

I ntroduction

Network nodes and communication links have always been susceptible to failure. Software or hardware faults (or
phenomena outside the control of a network operator such as caterpillars) may cause nodes or links to go down. To be
able to adapt to faults without serious degradation in service, fault-tolerant networks and routing protocols have to be
set up. Although the study of communication in faulty networks is a classical field in network theory, there has been a
recent renewal of interest in fault-tolerant routing due to the tremendous rise in popularity of mobile ad-hoc networks
and peer-to-peer networks. In these networks, faults are actually not an exception but a frequently occurring event: in
mobile ad-hoc networks, users may run out of battery power or may move out of reach of others, and in peer-to-peer

networks, users may leave without notice.

Central questions in the theoretical study of faulty networks have been:

e How many faults can a network sustain and still have a large connected component that is a constant fraction of

the original size?

e How many faults can a network sustain and still emulate its ideal counterpart with constant slowdown?

The first question has been heavily studied in the graph theory community, and the second question has been

investigated by the parallel computing community in an attempt to find the point up to which a faulty parallel computer
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can still emulate an ideal parallel computer with the same topology with constant slowdown. We refer the reader to
[31] for a survey of results in these areas.

In this paper, we navigate a path between these two extremes. The fact that the network is still connected gives
little solace if it has a severe bottleneck (e.g., one half is connected to the other by a single edge). At the other end,
we might not need the property that we can fully emulate the original network in its faulty counterpart; all we might
need is that the network’s routing properties do not degrade excessively. We focus on this question: what happens
to a network’s routing capabilities when faults occur. To get a handle on the routing capabilities of the network we
focus on a parameter that has been widely used - both in graph theory and in network theory - to measure the routing
quality of a graph: expansion. More specifically, we are interested in the effect of faults on the expansion of a network,
showing bounds on the number of adversarial faults and the fault probability that a network can suffer and still retain
a large component with good enough expansion.

Before we proceed to our results, we discuss previous work related to connectivity and emulation in the face of
faults.

1.1 Largeconnected componentsin faulty networks

We start with an overview of previous results for random faults and subsequently consider adversarial faults.

Given a graph G and a probability value p, let G®) be the random graph obtained from G by keeping each edge of
G alive with probability p (i.e., p is the survival probability, in the rest of the paper we consider fault probabilities,
but in this section we talk in terms of survival probabilities.) Given a graph G, let v(G) € [0, 1] be the fraction of the
nodes of G contained in a largest connected component.

Let G = {G, | n € IN} be any family of graphs with parameter n. We call p* the critical probability for the
existence of a linear-sized connected component if for every constant e > 0 it holds:

1. Forevery p > (1 + ¢)p* there exists a constant ¢ > 0 with lim,, Pr[y(G%p)) >c] = 1.
2. For all constants ¢ > 0 and for all p < (1 — €)p* it holds that lim,, .« Pr[y(G%p)) > c] = 0.

Of course, it is not obvious whether critical probabilities exist. However, results by Erdds and Rényi [13] and their
subsequent improvements (e.g. [8, 25]) imply that for the complete graph on n nodes, p* = 1/(n — 1), and that for a
random graph with d - n/2 edges, p* = 1/d. For the 2-dimensional n x n-mesh, Kesten showed that p* = 1/2 [19].
Ajtai, Komlos and Szemerédi proved that for the hypercube of dimension n, p* = 1/n [1]. For the n-dimensional
butterfly network, Karlin, Nelson and Tamaki showed that 0.337 < p* < 0.436 [18]. Leighton and Maggs [21] showed
that there is an indirect constant-degree network connecting n inputs with n outputs via logn levels of n nodes each,
called the multibutterfly, that has the following property: Up to a constant fault probability it is still possible to find
O(logn) length paths from a constant fraction of the inputs to a constant fraction of the outputs. Subsequently Cole,
Maggs and Sitaraman [10] extended this result for the butterfly.

Adversarial fault models have also been investigated. Leighton and Maggs [21] showed that no matter how an
adversary chooses f failed nodes, there will be a connected component left in the multibutterfly with at least n — O( f)
inputs and at least n — O(f) outputs. They further show that it is even possible to route packets between the inputs
and outputs in this component in almost the same amount of time steps as in the ideal case. Subsequently Leighton,
Maggs and Sitaraman [23] extended this result for the butterfly.

Upfal [32], following up on work by Dwork et. al. [12] and Alon and Chung [2], showed that there is also a direct
constant-degree network on n nodes, a so-called expander, that has the property: no matter how an adversary chooses
f failed nodes, there will be a connected component left in it with at least n — O( f) nodes. Both results are optimal up
to constants. Upfal uses a pruning technique, similar in spirit to the one we use later in this paper, to achieve his bound.
Upfal gives a polynomial-time algorithm for pruning while we do not. But Upfal’s pruning does not guarantee a large
component of good expansion, while ours does. In fact, recent work indicates that there might not be any constant
approximation algorithm to determine the expansion of a graph [20].

1.2 Simulation of fault-free networks by faulty networks

Next, we look at the problem of simulating fault-free networks by faulty networks. Let us suppose that there can be up
to f node faults in the system at any time. One way to find out whether the largest remaining component still allows
efficient communication is to check whether it is possible to embed a fault-free network of the same size and kind into



the largest connected component of a faulty network. An embedding of a graph G into a graph H maps the nodes of G
to non-faulty nodes of H and the edges of G to non-faulty paths in H. An embedding is called static if the mapping of
the nodes and edges is fixed. A good embedding is one with minimum load, congestion, and dilation, where the load
of an embedding is the maximum number of nodes of G that are mapped to any single node of H, the congestion of
an embedding is the maximum number of paths that pass through any edge e of H, and the dilation of an embedding
is the length of the longest path. The load, congestion, and dilation of the embedding determine the time required to
emulate each step of G on H. In fact, Leighton, Maggs, and Rao have shown [22] that if there is an embedding of G
into H with load ¢, congestion ¢, and dilation d, then H can emulate any communication step (and also computation
step) on G with slowdown O (¢ + ¢ + d).

Only a few results are known so far for constant slowdown in the worst-case faults setting. Leighton, Maggs and
Sitaraman used dynamic embedding strategies to show that an n-input butterfly with n'—< worst-case faults (for any
constant ¢) can still emulate a fault-free butterfly of the same size with only constant slowdown [23]. Furthermore,
Cole, Maggs and Sitaraman showed that an n x n mesh can sustain up to n'~¢ worst-case faults and still emulate a
fault-free mesh of the same size with (amortized) constant slowdown [11]. It seems that the n-node hypercube can
also achieve a constant slowdown for n'—¢ worst-case faults, but so far only partial answers have been obtained [23].

Random faults have also been studied. For example, Hastad, Leighton and Newman [15] showed that if each edge
of the hypercube fails independently with any constant probability p < 1, then the functioning parts of the hypercube
can be reconfigured to simulate the original hypercube with constant slowdown. Leighton, Maggs and Sitaraman
[23] showed that a butterfly network whose nodes fail with some constant probability p can still emulate a fault-free
butterfly of the same size with slowdown 2€U°&™ ) " Interestingly, in the conference version of [11], Cole, Maggs and
Sitaraman claim that an n x n mesh in which each node is faulty independently with a constant fault probability is
able to emulate a fault-free mesh with a constant slowdown [9]. The proof of this claim, which is stronger than the
theorem we prove about the n x n mesh in this paper, is omitted in [9] and has not appeared elsewhere to the best of
our knowledge.

For a list of further references concerning embeddings of fault-free into faulty networks see the paper by Leighton,
Maggs and Sitaraman [23].

1.3 Our approach

The two common approaches — connectivity and emulation of fault-free by faulty networks — are too extreme for many
practical applications. Knowing how long a network is still connected may not be very useful, because in extreme cases
(just a single line connects one half to the other) the speed of communication may be reduced to a crawl, making it
useless for applications that need fast interaction or large bandwidth such as interactive gaming or video conferencing.
On the other hand, emulating a fault free network on a faulty network is like using a giant hammer to crack a small
nut, so to speak. Emulation may not be needed when all we want is good routing properties in the faulty network ,i.e.,
reduced congestion or good expansion.

In ad-hoc network settings or peer-to-peer systems, applications are usually not concerned with the exact network
topology. An application typically just requires that the network provides sufficient bandwidth and ensures sufficiently
small delays. In this scenario, a more relevant question is:

How many faults can a network sustain and still contain a network at least a constant fraction of its
original size with approximately the same expansion?

An answer to this question would have many useful consequences for distributed data management, routing, and
distributed computing. Research on load balancing has shown that if the expansion basically stays the same, the
ability of a network to balance single-commodity or multi-commodity load basically stays the same, and this ability
can be exploited through simple local algorithms [14, 5, 3]. Also, the ability of a network to route information is
preserved because it is closely related to its expansion [29]. Furthermore, as long as the original network still has a
large connected component of almost the same expansion, one can still achieve almost everywhere agreement, which
is an important prerequisite for fundamental primitives such as atomic broadcast, Byzantine agreement, and clock
synchronization [12, 32, 7].

In a work published after the conference version of this paper, Angel et. al. [4] have also taken the view that it is
important to study routing in faulty networks. The main difference is that they study the properties of faulty networks
in terms of the algorithmic complexity of finding paths between vertices. Our approach is less direct than theirs,



but somewhat more general and widely applicable. We will discuss some specific implications of their work and its
relation to our techniques in the concluding section of this paper.

Many different fault models have been studied in the literature: faults may be permanent or transient, nodes and/or
edges may break down, and faults may happen at random or may be caused by an adversary or attacker. The former
are called random faults, and the latter are called adversarial faults. We will concentrate on situations in which there
are static node faults, i.e., once a hode has become faulty either randomly or adversarially it remains faulty, and a node
which is not faulty remains not faulty. A central parameter we will use in our investigations is the expansion.

Givenagraph G = (V, E) and a subset U C V, the expansion of U is defined as

)]
U=

where T'(U) is the set of nodes in V' \ U that have an edge from U and | S| denotes the size of a set S. The expansion
of G is defined as a(G) = miny,jy|<|v|/2 a(U). If G is clear from the context, we will also just write a.

We also use the uniform expansion of a graph. Suppose that we have a family of graphs G. Let 3 be a function
such that 5(|G|) < a(G) for all graphs G € G, where |G| denotes the number of nodes in G. Then we say that G has
a uniform expansion of 3 if for all subgraphs H of all graphs G in G it holds that a(H) = O(5(|H])).

Notice that a(H ) = ming,jy|<|v (|2 «(U), i.e., it should not be confused with (V' (H)) in G. The uniform ex-
pansion definition implies that the expansion of a subgraph H of G cannot be asymptotically better than the expansion
of G (which also implies that 5(|G|) = ©(a(G)) forall G € G).

Despite its seemingly complex definition, the uniform expansion property is a quite natural property. In fact, all
commonly used graph topologies in interconnection networks such as trees, d-dimensional meshes (with equal side
length in each dimension), the hypercube, the butterfly, and the de Bruijn graph fulfill this uniform expansion property.

Uniform expansion is well illustrated by the example of the mesh. If we consider the n x n-mesh (i.e., the 2-
dimensional mesh of side length ), we can see that it has a uniform expansion of 5(x) = 1/+/z. This is demonstrated
by observing that any subgraph of size m in that mesh can have a bisection width, defined as the minimum cut
separating the graph into two subgraphs of approximately equal size, of at most /m and therefore an expansion of at

most O(1/y/m).

1.4 Our main results
Adversarial faults

We give general upper and lower bounds for the number of node faults a graph can sustain and still retain a large
component with basically the same expansion. The bounds are tight up to constant factors. More specifically, we
show that the number of adversarial node faults a graph with expansion « and n nodes can sustain, with only a
constant factor decrease in its expansion, is a constant times « - n. For (families of) graphs G of size n and uniform
expansion (3, this result is best possible up to a constant factor in the sense that w(5(n) - n) faults can break G into
components of size o(n).

Random faults

We also study random faults. We find that that tight dependence between the robustness of a network and the expansion
that is observed in the case of adversarial faults is absent here. Although we are able to show examples of networks
with expansion « which fall apart with high probability given a fault probability of a constant times «, we also find
that there are networks which retain their expansion at fault probabilities which are w(«). Hence we need a better way
of studying the robustness of networks to random faults. This motivates our main contribution: a new parameter for
the study of the effect of random faults on network expansion. This parameter, call the span, may be of independent
interest.

Consider a graph G = (V, E). Let U C V be any subset of nodes. U is defined to be compact if and only if U
and V' \ U are connected in G. Let U/ be the set of all compact sets of G. Let P(U) be the smallest tree in G which
connects every node in T'(U) (i.e., it essentially spans the boundary of U). Note that the set of nodes in P(U) need
not be from U alone or from V' \ U alone. Then the span of a graph is defined as:

o= { o ) .
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The span helps us characterize the resilience of the expansion to random faults. We show that a graph with maximum
degree 6, span o, and expansion « (fulfilling certain, weak conditions) can tolerate a fault probability of up to a
constant times 1/6°(?) and still retain an expansion of at least «/0.

We also show that d-dimensional meshes have constant span. The proof of this theorem is of independent value as
it establishes an interesting property of the d-dimensional mesh: The boundary of any set of connected vertices in the
d-dimensional mesh, whose complement is also connected, can be spanned by a tree of size at most twice the size of
the boundary.

1.5 Outline of the paper

The rest of the paper is organized as follows: In Section 2, we consider adversarial faults, and in Section 3, we consider
random faults. The paper ends in Section 4 with a discussion of how our results are related to previous research and
some open problems.

2 Adversarial faults

In this section, we assume that a malicious adversary decides which nodes are faulty. More formally, we are given
a graph G = (V, E) with n nodes and expansion «. An adversary gives us a faulty version of this graph, called
Gy = (Vy, E¢), with f faulty nodes removed. An edge {u, v} € E remains in E' if and only if both « and v are non-
faulty. We first prove a general upper bound on the number of adversarial faults a graph can sustain, and afterwards
we also prove asymptotically matching lower bounds for certain classes of graphs.

2.1 Upper bound on adversarial faults

We show that if an adversary is allowed no more than O(« - n) faults, there always exists a subgraph of Gy called H
which has ©(n) nodes and an expansion of 2(«).

An adversary can simply disconnect parts of the graph by making a small number of nodes faulty, causing the
expansion of G ¢ to be 0. Therefore, the subgraph H with good enough expansion is constructed by pruning away
those parts of Gy whose expansion has degraded too much. This is a critically important step in our analysis. We
formalize it as an algorithm called Prune described in Figure 1.

Note that the running time of Prune is not necessarily polynomial, nor are we claiming it is. Prune simply helps
us prove an existential result. We discuss the algorithmic aspects of Prune in greater detail in Section 2.3

Before we get to the algorithm, we need to introduce some notation. Given a graph G, we define I'z(S) to be the
set of nodes in the neighborhood of a node set S in G. The algorithm generates a sequence of graphs G to G,,,, where
the final graph G, is the graph H we are looking for.

Algorithm Prune(e)
t Gop+—Gyf i0
while 35; C V(G;) such that |I'g, (S;)| < - «]S;| and |S;| < [V(G;)]/2
Gz‘+1 —G; \ Si
1—1+1
end while
H—G;; m—1i

Figure 1: The pruning algorithm

Theorem 2.1 Let G be any graph with n nodes, maximum degree ¢ and expansion «. Suppose that the adversary can
select up to f = 57 faulty nodes for some constant £ > 1. Then, Prune(1 — %) returns a subgraph H of size at least

ko .
n— % with expansion at least (1 — 1) - a.

Proof. Denote Gy \ H by S, i.e., S is the union of all the regions culled by Prune. We will show that |S| < % by
contradiction. For this we need the following lemma.



Lemma 2.2 Forall jwith0 < j <m,

rcf(u &) < ¥ rasiza (1-1)| U s,

0<i<j 0<i<j 0<i<j

Proof. Consider the first inequality. Any node v that lies in the neighborhood of( J, S; in Gy must lie in the neigh-
borhood of some S; in Gy. Thus, because v is outside of | J, S; and therefore belongs to H, there must be an S;
with v € T'g,(S;). Therefore, I', (U, Si) € U; Ta. (S ) Hence the first inequality. Each set S that is culled by
Prune(1 — +) has the property that [['c;, (S;)| < o+ (1 — %) - |9i. Since the sets S; are disjoint, >, [9:| = | U, S |
Hence the second inequality.

Suppose now that |S| > % Since each S; has a size of at most n/2, there must be a j so that one of the two
following cases is true:

k-
1 B < ‘UOSing

2. |Uozic

In the case (1), it follows from Lemma 2.2 that for S’ = (o, Si,

Si| < &L andn/2 — 2L <15 < n/2.

o) < (1- 1)1

We know by the definition of the expansion that in G, |T'(S)| is at least « - | S’ Hence the number of faulty nodes in
S’s neighborhood must be at least a(1 — (1 — 7)) - |S’|, which is greater than « - kI — f. Since the total number
of faults the adversary is allowed to create is at most f, we have a contradiction.

Suppose now that case (2) above is true. Let S’ = U0<Z< ;. It follows from Prune(e) that [T'c, (S;)| <
(1 —1/k)al|S;|. However, in order to upper bound [T'¢, (S;)|, we "also have to consider the neighbors S mlght have
in §’. According to Lemma 2.2, |FGf(S’ | <aolS'|<k- f and therefore, there can be at most & - f nodes in S, that
have neighbors in S’. Since the maximum degree of G is 4, it follows that

1
o spl<a- (1= ) I8 +6-4-f.

On the other hand, we know that |T'¢(S;)| > «|S;|. Hence, the number of faults in Gy must be at least «|.S;|/k—d-k- f.
From case (2) and the definition of f it follows that |S;| > n/2 — n/(40k) > 3n/8 because § > 2. Furthermore,
§- k- f=an/(4k). Hence,

alS;|/k—=0-k- f>3an/(8k) —an/(4k) > an/(8k) .

But from k& > 1 and § > 2 it follows that f = an/(46k?) < an/(8k), a contradiction.
Hence, H is at least n — % in size and has an expansion of at least (1 — ) - c. O

2.2 Lower boundsfor adversarial faults

The result given in Theorem 2.1 is the best possible up to constant factors in the sense that for every « > 0 smaller
than some constant there is an infinite family of graphs with expansion « which disintegrate into components of size
o(n) if f > ¢ - an for some sufficiently large constant c.

Theorem 2.3 There exists a constant -y such that, given any o < ~, there is an infinite family of graphs with expansion
« for which there is an adversarial selection of ¢ - « - n faulty nodes causing the graph to break into components of
size o(n), where n is the number of nodes in the graph and ¢ is an appropriately chosen constant.

Proof. Consider an infinite family G of §-regular expander graphs with constant degree ¢, i.e., §-regular graphs with
the property that every subset of nodes containing at most half of the nodes in the graph has a constant expansion. It
is well-known that random §-regular graphs with 6 > 3 almost surely have this property.

For any fixed G € G of size n and any k, let graph H be a copy of G with each edge being replaced by a chain of
k nodes (between its two endpoints), where & is even. Then H has k - (6n)/2 + n = ©(k - n) nodes.



Claim 2.4 Graph H has expansion O( ).

Proof. We first prove a lower bound, i.e., every subset U of the node set of A such that |U| < |H|/2 has expansion at
least Q(|U|/k). Then we show an upper bound, i.e., there is a subset of H with expansion O(|U|/k). These together
will prove the claim.

Figure 2: Distinguishing between two kinds of vertices for the lower bound.

For the lower bound, we have to show that every subset of nodes in H of size at most | H|/2 has an expansion of
Q(1/k). Consider any subset U of H-nodes with |U| < |H|/2. We differentiate between two sets of nodes within U.
To do this we start by defining a set C as the set of all G-nodes with the property that all nodes within a distance of
k/2 from them in H are in U. We name as U¢ the set consisting of all H-nodes within a distance of k/2 of the nodes
in C. Note that Uc C U. The other set of nodes we will consider is U’ = U \ U¢. See Figure 2 for an illustration of
this division of U into two subsets.

Let us first consider {>. Since every G-node has exactly ¢ - k/2 + 1 many nodes within a distance of k/2 in H
and |U| < |H|/2, it follows that |C| < |G|/2. Hence, C has an expansion of at least  in G for some constant v > 0.
For every node v € T'¢(C) there must be an H-node w within a distance of k/2 from v that is notin U. Let 'Y (U¢)
denote the set of all of these nodes w. Since |Uc| = (6 - k/2 + 1)|C], it holds that

v > > S S )
T Ue)] 2 [Pa(C)] 2 20) = 5oy - el @
Next, consider the set U’ = U \ U and let C”’ be the set of all G-nodes that have at least one U’-node within a distance
of k£/2 in H. From the definition of I and C" it follows that for each v € C’ there is at least one H-node w within a
distance of k/2 from v that is not in U. Let T'% (U’) denote the set of all of these nodes w. Since [U’| < (6 - k/2)|C’,
we get

1
U N > | > . "
PEU)I 2 101 2 571U ®
Combining inequalities (2) and (3), it follows that
1
T > FU U ! > B . . /
()] 2 (05 W [T (0} 2 max {5 0l 5751071}

and since U = Uq U U’, we immediately get that |T' (U)| = Q(|U|/k). Hence, the lower bound holds.

To show that the upper bound holds as well, we just need to show that there exists a set of nodes U in H of size at
most | H | /2 with an expansion of O(1/k). Consider any two adjacent nodes in G. These two nodes are end points of a
chain of length k£ + 2 in H. Assigning the middle & nodes of this chain to the node set U gives a set with an expansion
of 2/k. Hence, the expansion of H is O(1/k), which completes the proof of the claim. O



Now, from each chain of £ nodes, we remove a central node. Then each connected component remaining has at
most 1+ ¢ - % nodes left, which is o(n), and the total number of nodes removed is % -n, which is ¢ times the number
of nodes in the graph. a

We now show a more far-reaching lower bound: For families of graphs that have a uniform expansion, our upper
bound on the maximum number of node faults is not only true in some pathological cases, but for every case, i.e., for
every graph in every such family of graphs. In the following, whenever we speak about a graph of uniform expansion,
we assume that it belongs to a suitable family of graphs.

Theorem 2.5 For every connected graph of size n and uniform expansion (3 there is an adversarial selection of
w(B(n) - n) faulty nodes that causes the graph to break into components of size o(n).

Proof. Let G = (V, E) be any graph of uniform expansion 3 that consists of n nodes. Then there must be a set
Uy CV,|Ui| < n/2,sothat |T'(U1)| < B(n) - |Ur|. Removing T'(U;) leaves G with a set V; = {V’,V"} of two
node sets, V! = Uy and V" = V' \ (U; UT(Uy)). Let V4 be a set in V; of maximum size. It follows from the
uniformity of G that there must be a set Uy C Vi, |Us| < |[V1]/2, so that [T'(Uz)| w.r.t. G(V1) is O(B(|V1])) - |U2.
Removing Us results in a new set V5 of sets of nodes which is equal to V; with V; being replaced by the node sets U,
and V1 \ (U2 UT'(U2)). (That is, V> contains three node sets.) We continue to take a node set V; of largest size out of
V;, remove nodes at the minimum expansion part in G(V;), and replace V; by the two resulting node sets in V; to get
aset V; 11, until there is no subset in V; left of size at least en.

Our goal is to show that this process only removes O(w - B(n) - n) nodes from G. If this were true, the
theorem would follow immediately. We prove the bound with a charging strategy: Each time a set V; is selected from
V;, we charge all nodes in I'(U; 1) taken away from V; to the nodes in U, ;. Since

B(n
@) = O3(en) - 1Uiss| =0 (22
for any 8(z) > 1/, this means that every node in U, is charged with a value of O(¢~! - 3(n)). Every node can
be charged at most log(1/¢) times because each time a node is charged, it ends up in a node set U, that is at most
half as large as V;, and we stop splitting a node set once it is of size less than en. Hence, at the end, every node in V'
is charged with a value of O(w - B(n)). Summing up over all nodes, the total charge is

O(M.g(n).n)’

€

which represents the number of nodes that have been removed from the graph. O

The proof of this theorem indicates that families of graphs with uniform expansion may have a smooth degradation
in the size of their largest connected component. This is in fact true for the family of n x n meshes. However, since
there are also families of graphs with a threshold behavior, like the graphs used in Theorem 2.3, Theorem 2.1 is, up to
constant factors, the best one can show in general.

2.3 Algorithmic pruning

The pruning step is crucial to the results discussed in this section and it will be central to the handling of random
faults in the next section. Before proceeding to that section, we briefly discuss the possibility of actually performing a
pruning step in polynomial time.

The pruning algorithm can be seen as a solution to the decision version of the sparsest cut problem which can be
stated as follows.

Sparsest Cut:
Givenagraph G = (V, E) with arbitrary non-negative edge capacities c(e), e € E,
and some 8 > 0, findaset U C V with |U| < |V]/2 and

> cluw) <B-UL
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The sparsest cut problem is known to be NP-hard. However, if there existed a ~-approximation algorithm for the
optimization version of the sparsest cut problem, we could use it in the following way for the pruning:

e Find a y-approximate sparsest cut (S, S) of the faulty graph.

o If S satisfies «(5) < e - « for some small constant e > 0, prune .S away, otherwise stop.

Since the expansion of the cut found by the algorithm is at most ~ times the expansion of the faulty graph, we
know that the expansion of the remaining graph is Q(a/7).

The proof that the size of this component is at least a constant fraction of the original size of the graph when
allowing ¢ - an faults for a sufficiently small constant ¢ follows from the existential proof above.

Recently, the best known approximation to the sparsest cut problem was improved to /Iog n by Arora, Rao and
Vazirani [6]. They had also conjectured that the sparsest cut problem should be approximable in polynomial time to
within a constant factor. This would have had the effect of turning the existential results in this paper into algorithmic
ones, making it possible to actually find large components with good expansion whose existence is proved here in
polynomial time. However, recently obtained lower bounds indicate that this might not be possible [20].

3 Random faults

We now direct our attention to the case of random faults. We assume that each node in the graph can become faulty
independently with a given probability p.

3.1 Random faultsare not always easier to handle

Intuitively, it appears that random faults are easier to handle than adversarial faults, i.e., a graph should retain a linear
sized component in the face of many more random faults than adversarial faults. However, as we will see in this
section, this is not true in general. In fact, there are families of graphs for which a fault probability of ©(«) causes
the graph to disintegrate into components of size o(n), where « is the expansion of the graph. In other words, in these
graphs ©(an) random node failures can be as bad as adversarial node failures.

Theorem 3.1 There exists a constant - such that, given any a < ~, there is an infinite family of graphs with expansion
O(«) for which a fault probability of ©(«) causes the graph to disintegrate into components of size o(n), with high
probability.

Proof. We use the family of graphs constructed in the proof of Theorem 2.3, i.e., let G be an infinite family of constant
degree expander graphs with constant expansion ~ and constant degree 6. Further, let H be the graph resulting from
G by replacing every edge in G by a chain of k& nodes (between its two endpoints). Graph H has ©(k - n) nodes. From
Claim 2.4, we know that A has an expansion of 9(%). We need to establish some important properties of H before
we can complete the proof of this theorem. For this we need to define the border of a node set S as the set of all nodes
in S which have an edge to a vertex outside .S.

The following lemma helps us to count subgraphs of H with a certain property.

Lemma 3.2 The number of connected subgraphs H’ of H containing exactly » nodes of G' and whose border lies
entirely in G is at most n - 62" 1),

Proof. It suffices to count all possible connected subsets of nodes of size » in G. This is because all the subgraphs
we are concerned with are bordered by nodes of G. Any connected subset of nodes of size  can be spanned by a tree
with » — 1 edges. This tree can be traversed by an Eulerian tour in which each edge is used at most twice. Hence, all
nodes of the subset can be visited by a walk along at most 2(r — 1) edges in G. Since the starting point of the walk
can be any one of the n vertices, there are at most n - §2("—1) ways of generating a connected subset of size r. O

Now, let us consider any subgraph H' of H with the properties of Lemma 3.2, i.e., H’ contains exactly r nodes
of G and its border lies entirely in G. Consider a spanning tree of H’. Since each node in H' N G has to be spanned,
the tree must contain at least » — 1 “edges” of G which are chains in H’. Each chain contains & vertices of H' \ G.



Further we can associate at least one vertex of G with each chain. Hence, H' contains at least (k¥ + 1)(r — 1) nodes.
With this observation in place we are ready to proceed with the proof.

Let the failure probability of the nodes in H be p = (21nd + 2)/k. We say that a subgraph survives if none of its
nodes become faulty. Hence, H' survives with probability at most (1 — p)(k+D("=1) < ¢=k(r=1)» By | emma 3.2,
there are no more than n - §2("—1) such subgraphs H’. Hence, for » = Inn + 1, the probability that any such subgraph
survives is at most

n - 52(7"—1) . e—k(r—l)-p —n- 52(7"—1) . e—(r—l)(21n§+2) —n- e—21nn _ 1/n )

But if no such subgraph survives, then a connected component in H can have a size of at most O(¢ - klnn). Thus, H
breaks down into components of size o(n), with high probability. O

However, the expansion of a graph is not necessarily the critical point (i.e., the point at which the graph disin-
tegrates into components of size o(n), with high probability) for all graphs. There are several important classes of
graphs which can sustain a much higher fault probability and still yield a linear sized connected component with good
expansion. One specific case is the mesh. In the following, we describe a general technique to quantify this higher
fault probability.

3.2 Extracting alarge subgraph from a graph with random faults

Consider any graph G = (V, E)) with n nodes, maximum degree §, expansion «, and span o. Let Gy = (V, E) be the
faulty version of G where each node is made faulty independently with probability p. An edge {u,v} € E remains in
E; if and only if both » and v are non-faulty.

We want to find a graph H C G of size ©(n) with expansion ©(c«/¢) for values of p up to a constant times 1/§7
where c is another constant. Here is a road map that might make it easier for the reader to follow as we attempt to find
suchan H.

o Recall the definition of compact sets: sets in the graph which are connected and whose complement is also
connected. These sets will prove extremely useful for us. One convenient feature they have is that they are easy
to count in terms of the span. (See Proposition 3.3.)

e Ease of counting in itself is not of much use. But we will also show that compact sets are the bottlenecks which
determine the expansion of the graph. Formally, we will prove that if a graph has a set with expansion < ~ for
any value of v > 0 then it has a compact set of expansion < § - . (See Lemma 3.4.)

e Hence, we know that pruning compact sets with bad expansion achieves what we want: the remaining graph has
good expansion. So we will modify Prune(e) to prune only compact sets of bad expansion from a faulty graph .
(See algorithm PruneCompact(e) in Figure 4.)

o \We take care of an important technicality by showing that the connected components over the sets pruned by
PruneCompact(c) are also compact. (See Claim 3.7.)

e Finally, we show that the probability of the number of nodes culled being large is very small for values of the
fault probability below a certain threshold. (See Theorem 3.6.)

To show this, we handle two cases separately.

1. There is one pruned component with a large neighborhood. We limit the probability of this by using the
inclusion-exclusion principle. The fact that it is easier to count compact sets plays a major part here.

2. Each pruned component has a small neighborhood. Here we have to make a careful counting argument
looking at independent sets in the set of pruned connected components.

Now let us execute this road map.

Let U be the set of all compact sets of G. Recall that a set is compact if it and its complement are connected. In
the following, given any graph G’, V(G’) denotes the node set of G’, '/ (U) denotes the neighborhood of node set
U with respect to G’ and «/ (U) denotes the expansion of node set U with respect to G”.

We begin by relating the number of compact sets with a given neighborhood to two graph parameters: maximum
degree and span.
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Proposition 3.3 For a graph G with span o and maximum degree 6 > 3, there are at most n - 637°* compact sets with
k nodes in their neighborhood.

Proof. Consider compact sets with boundaries of size k. The proof of Lemma 3.2 implies that there are at most

n - 827k ways of generating a tree of size o - k in G. Note that a tree of size o - k can span up to (",f) sets of k

vertices each. Hence, it can span at most (",’Q’“) < (eo)* compact sets with & nodes in their neighborhood. Therefore,

for § > 3 > e, there are at most n - (ea)* - §27°% < n - §37°F compact sets with & nodes in their neighborhood. O

Before we describe the modified pruning algorithm, we set the stage for it. The following lemma will be used
to show that our new pruning algorithm, called PruneCompact (see Figure 4), will find suitable candidates at every
instance by showing that whenever a graph has a subset with bad expansion, it has a compact subset whose expansion
is not much better.

Lemma 3.4 Let G = (V, E) be a connected graph with maximum degree § and G’ = (V, E’) be a subgraph of G. For
any subset S C V with |S| < |V|/2 there exists a compact set K/ (S) in G with |K/(S)| < |V|/2 whose expansion
in G’ isatmost § - ag (S).

Figure 3: Note that though S is not compact, both Cy and S U C; U Cs U Cs are.

Proof. Throughout this paper we have used the term expansion to mean node expansion, i.e., we have looked at
expansion in terms of the size of the neighborhood of sets. However, to prove this lemma we will use the concept of
edge expansion, which is defined as follows. Givenaset U C V, we denote by e(U) the set of edges with one endpoint
in U and the other endpoint in V' \ U. The edge expansion of U is as 8(U) = |e(U)|/|U|. The edge expansion of a

graph G = (V, E) is
B(G) = )

= min
UJUIL|V]/2
The edge expansion of a set and its node expansion are related as follows:
Fact 3.5 Forany set U C V with |U| < |V|/2,
oU) < BU) < 8- a(U).

We will now show that for any set S C V with |S| < |V|/2 we can find a compact set S” such that 5(S”) < 5(S).
This coupled with Fact 3.5 gives us the proof of the lemma.

Suppose first that .S contains multiple connected components S, So, ..., Sk. Since no two of these connected
components can share an edge of e(.9), it is clear that

_ eSOl +1e(S2)l + -+ - + [e(Sk)|

S
ALS) [S1]+ |S2| + -+ + | Sk
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Hence, by a simple averaging argument, there must be an ¢, 1 < i < k, for which 3(S;) < 8(S). Let us denote this
S;as S'.

If S” is compact, we are done and K¢/ (S) = S’. So let us assume that .S’ is not compact. Suppose that V' \ S’
has connected components C1, Cs, ... Cy. Figure 3 clearly shows that every C; is a compact set. That is because S’
has connections to all the other components. Similarly, T; = (S’ U C, U Cy--- U Cy) \ C; is a compact set for each
1, 1 <4 < £. Figure 3 also shows us two other properties of each of these sets 7;: (1) e(T;) < e(S’) because some of
the edges of e(S’) may now have become internal to T, and (2) |T;| > |S’| because each T; contains S’ in its entirety
and may contain some more nodes from the components of V' \ .S”.

Hence, it follows that if there is an ¢* for which |T;«| < |V]/2, then

B(T-) < B(S")

and the S we are looking for is this T;«.
If |T;| > |V|/2 forevery 1 <4 < ¢, this means that |C;| < |V|/2 foreach 1 <4 < ¢, because |T;| + |C;| = |V].
Now, let us look at the edge expansion of S again:
no o le@O] _ le(Cr)| 4 [e(Ca)| + - - + [e(C)|
A= e T &
le(C1)] + [e(C2)] + -+ - + |e(Co)|
- |C1| + |Ca| + -+ -+ |Cy]

since |\S’| < |V|/2. By an averaging argument as before, there must be an i*, 1 < ¢* < ¢ such that

|e(COl + [e(Co) +--- + [e(Co)l o [e(Ci)]
|C1| +|C2| + -+ +[Cy] — |G|

and since we have |C;| < |V'|/2 for each 4, it follows that 3(C;-) < 8(S”). Hence, our choice of S” is C;-.
This S” we have chosen is the K¢ (S) we set out to find. We have shown that | Kz (S)| < |V|/2 in each case,
and Fact 3.5 ensures that it has the property that a(K g/ (S)) < 6 - a(S5). O

Algorithm PruneCompact(e)
1 Go — Gf; 1+ 0
Ki — Kg,(Si)
Git1 — G\ K;
1—i+1
end while
H Gi

N o g A WD

Figure 4: The pruning algorithm

Consider now the algorithm PruneCompact in Figure 4. We use the notation from this algorithm in the proof of
Theorem 3.6. Recall that the initial graph G = G ¢ contains all nodes of G, but the faulty nodes are isolated. In each
iteration of the algorithm in which the expansion of G; is still poor, a node set K, (S;) is pruned away from G;. Due
to Lemma 3.4, K¢, (.S;) is compact in G restricted to the nodes in G;. Notice that K¢, (.5;) may contain faulty nodes.

Theorem 3.6 Consider any graph G' = (V, E) with maximum degree &, span o, and expansion a > (6 In® n) /n for
some sufficiently large constant v and |T'(U)| > log |U| for every node set U C V with |U| < |V'|/2. Then, with high
probability, provided the fault probability p < 1/(16¢ - §87) and e < 1/4, PruneCompact(e) returns a graph H C G
of size |H| > n/3 with expansion at least (¢/J) - a.

Proof. In the following we will always assume that § > 3 since otherwise the lower bound on « is violated. We begin
the proof by showing that the regions pruned are compact. Formally, let 7 = G \ H. Hence, 7 is the union of all the
culled regions. To prove the result, we will show that, with high probability, the size of 7 is no more than n/2. Let
T1,Ts, ..., Ty be the connected components of 7 in G.

12



Claim 3.7 Every T € T is compactin G.

Proof. We will denote by G(V'(G})) the graph G induced by V(G;), i.e., the graph that contains all nodes in G; and
all edges in G that have both endpoints in G;. Hence, G(V (G;)) is the non-faulty version of G;.

First of all, notice that G(V (G;)) is connected for every 7. This is true because only sets that are compact in
G(V(G;)) are removed from G; for every i, and G(V(Gy)) = G. Moreover, every compact set /; pruned away from
G has at least one edge into G; \ K; in G(V(G;)). Also, every K; must be completely contained in one of the T}.
This holds because the T7;’s are connected components. If a K; were distributed among at least two 77;’s, then it cannot
be connected, violating the compactness property.

Consider now any set 7. Because it is a (maximal) connected component, it has no edges to any T}, with k # j.
But T'; must represent the union of compact sets that were culled away, and the last of these that was culled away must
have at least one edge into G'\ 7); because otherwise G' would be disconnected. Hence, T'; must have at least one edge
into H for every j. Thus, G \ T} is connected for every T; implying that every T} is compact in G. O

We now establish a bound on the probability that a given set 77 gets culled. This bound is in terms of §, o and the
size of the neighborhood of 7.

In the following, let I'(U) denote the neighborhood of U in G and I" ;(U') denote the neighborhood of U in G .
From the definition of « it follows that |T'(7;)| > «|T;| for every i. Furthermore, it follows from Lemma 3.4 that

LT < Y [To, (Kl < ) ealKj| = ealTy| < dT(T3)] -
K;eT; K;eT;

Hence, |T'(T3)| — |T¢(T3)] > (1 — €)|T'(T3)|. A set T; is part of the culled region only in the event that the size of its
neighborhood reduces from |I'(7;)| to |T'#(T5)|. This probability is at most

( IP(T)] ).plrm>|—|rf<m < ( ep|T(T5)| )F(Ti)"'rf(m @
()| = T4 (T3)) = (@) =TTy
A=e)|T(T3)]
ep
= <1_e) (5)
If we set
<! and ep < ———
‘=1 P=T6 58

then it follows that

<1 seoir(m|

3/4|7(Ty)|
> =12

- < | ——
Pr[T; is culled by PruneCompact] < <12680

In order to establish that the probability that the sizes of the T;s cumulatively add up to more than 2n/3 is low,
we need to distinguish between two cases based on the size of the neighborhood of the T;’s. In the following, let
k = [logsn].

Case 1: There exists an ¢ with |T'(T;)| > k, i.e. there is a T; with a large neighborhood.

From above we know that a given compact subgraph T is culled with probability at most 567" ()l We multiply
this probability with the number of ways of choosing such a subgraph. This gives us the probability that there is a T;
with such a large neighborhood. Lemma 3.2 implies that there are at most n - 537" (79| compact sets with |T'(T;)|
nodes in the neighborhood. By definition, o > 1. Hence,

PriaT; : D(Ty)| > k] <Y p,n-&%t.5760t 6)
<n?.g7%k <L )

Case 2: Forall i, |T'(T3)| < k.

Without loss of generality, suppose that we halt PruneCompact(e) once more than 2n/3 nodes have been pruned away.
Let 7 be the union of the culled sets before that round, and let K be the set of nodes pruned away so that the 2n/3
bound is exceeded. Then it holds that n/3 < |7| < 2n/3 because if |T| < n/3, then |K| > n/3 > (n —|T])/2,
which would violate the choice of K in step 3 of PruneCompact(e) (see also Lemma 3.4).
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Our goal is to show that a set 7 of pruned sets with n/3 < |7| < 2n/3 cannot exist, with high probability. Let
T1,...,Ty be the connected components of such a 7. Recall that 7', . . . , T, are compact sets. First, suppose that there
isa T; with |T;| > |V|/2. From the definition of the expansion it holds that

ID(T3)| = 67 HD(V\T)| > 6~ tan/2

because every node in T'(V'\ T;) must be in T; and must have a neighbor in T'(7;). Thus, from the lower bound on «
in Theorem 3.6 it follows that

T n/2=(y/2)In*n >k

and, hence, we are back to case 1 above.

Therefore, we can assume in the following that |7;| < |V'|/2 for every 7. In this case, we show that it is unlikely
that 3;|7;| is more than n/3 with high probability. This is done by looking at the sets S; of all possible candidate sets
for the T;’s with ¢ neighbors, ¢ € {1,..., k}. For technical reasons, we count separately those ¢ for which it is likely
that we have Q(log® n) candidate sets: we show that the total number of nodes in these candidate sets is bounded by
n/6, with high probability. We also show the same result for the remaining values of ¢, adding these up with the earlier
nodes to a total of at most n/3 nodes that can be culled, with high probability.

Let S; be the collection of all compact sets in G with a neighborhood of size exactly ¢. We know from above that
|S;| < n - 837t A subset S, of S; is called a valid candidate for PruneCompact(e) if and only if for any two sets
T,7" € §;, T and T do not intersect each other’s neighborhoods (i.e., T NT(T') = P and T N T'(T") = 0). Only in
this case, 7" and T are separate connected components. A set T € S; is called bad if |I';(T)| < e - «|T|. Certainly,
if PruneCompact(e) culls s compact sets 7" with |IT'(7")| = ¢, then there must exist a valid candidate S; in S; of size at
least s in which all sets are bad. But then, there must exist a set S;’ of size at least s/(dt) in S; with the property that
all sets in S} are bad and for all sets 7', 77 € S}’ it holds that (T’ U T'(T")) N (T" UT(T7)) = 0. (A set S/’ fulfilling the
latter property is also called an independent collection in the following.) This holds because for every node, a valid
candidate S; can have at most 4 sets that have this node in their neighborhood, and therefore a set in S; can share its
neighborhood with at most (§ — 1)¢ < §t — 1 other sets in S;.

Independent collections of compact sets have the advantage that the events that compact sets are bad are indepen-
dent. So our goal will be to bound the probability that there exists an independent collection S;’ in S; of size at least
s" in order to bound the number of compact sets with neighborhood ¢ that PruneCompact(e) may cull.

Let the random variable X denote the maximum number of bad independent sets in S;. Since there are at most

("'53”) ways of choosing an independent collection of size s”, it holds for n/(453°%) > 121nn that

n. 53t 1\ /@)
<n/<4630t>> ' <12660t>

.. §30ty M/ (48%7) 1\
<n/<4630t>) ' (12660t)

(e)n/(453°’f) < e—l.llnn . 1

IN

Pr[X > n/(46%7)]

3

= nil”

Hence, for these values of ¢, the maximum size of an independent collection in S, is bounded by n/(4§3°%), with high
probability. From the previous arguments this implies that the maximum number of sets with neighborhood ¢ that
PruneCompact(e) can cull is at most (6¢) - n/(463°"), with high probability. Since we assumed that [T'(U)| > log; |U|
for every node set U C V with |U| < |V|/2, it further holds that

(7] < min 5", o~ |0(T)|
Hence, for any ¢ so that n/(453°%) > 12 Inn, PruneCompact(e) can cull at most
my = 8- (6t) - n/(46%7) < n/(467)

nodes, with high probability.

14



Let ¢, be the smallest ¢ so that n/(463°t) < 12Inn (i.e., the bounds above do not apply). Then we define
the random variable X as the maximum number of bad independent sets in Uf:tost- Suppose that we have some
canonical rule of specifying a unique independent collection of bad sets of maximum size (for example, add a bad set
that is independent to the selected ones one by one, taking the one with lowest node ID if there is more than one).
Forany i € Uff:tOSt, let the binary random variable X; be 1 if and only if ¢ belongs to the canonical independent
collection of bad sets. Then it holds that X = 3" Xj;. Certainly, Pr[X; = 1] < p; where p; is the probability that set

7 is bad, and
E[H X < Hpi
i€S i€S

for any subset S C Uf:tOSt because only independent sets ¢ can be in the canonical set. Hence, for an upper bound
on X we can view X as the sum of negatively correlated random variables X; with Pr[X; = 1] = p;. In this case,

k k
EX] <) n-6%"-(1/12)- 67" = 3 " n/(126%") < n/(85°7) < 6Inn

t=to t=to

and we can use the Chernoff bounds for sums of negatively correlated random variables in [30] (which are identical to
the standard Chernoff bounds for an upper bound) to get

Pr[X > 12Inn] < e~ (6Inn)/3 _ % .
Hence, PruneCompact(e) can cull at most
a 'k (0k)-12Inn < n/6
nodes in Uff:tOSt, with high probability, if o > (72 §1n® n)/n. Thus, overall, PruneCompact(e) can cull at most

to

Xo:mt +n/6= Zn/(45”t) +n/6<n/6+n/6=n/3
t=1

t=1
nodes in case 2, with high probability, which implies that 7 must have at least /3 nodes, with high probability.

Combining the two cases, we get

S|

Pr[number of nodes pruned > n /3] < Pr[Case 1] + Pr[Case 2] <

which completes the proof. a

3.3 Span of themesh

Theorem 3.8 The d-dimensional mesh has span 2.

Proof. Consider a d-dimensional mesh M with vertex set V. Suppose S is a compact set in this mesh. Let V' be the
set of vertices in M and let B C V' \ S be the neighborhood nodes T'(S). We place virtual edges between nodes in B.
Two distinct nodes u = (uo, . ..uq—1) and v = (vo, ...vq—1) have a virtual edge between them iff |v; — u;| = 0 for
at least d — 2 of its dimensions and |v; — u;| < 1 for the rest. Call the set of such virtual edges F,. In Lemma 3.9,
stated below, we claim that the graph (B, E,) is connected. Therefore, we can find a spanning tree for B which has
exactly | B| — 1 virtual edges. Since each edge in F,, can be simulated by at most 2 edges of M, we can say that there
is a spanning tree in M for the nodes of B with at most 2 - (| B| — 1) edges. O

Lemma3.9 Let S ¢ Z¢ be a finite compact set in a d-dimensional mesh M, let B be the set of neighborhood nodes
I'(S), and let E, be the set of virtual edges. Then the graph (B, E,,) is connected.

Proof. We will show that for any two points « and v in B, there is a path in E,, connecting the two; if this can be done
for every two points, then B is connected as we hope to prove.
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Our proof uses some basic and standard homology theory of cell complexes, which can be found in any introduc-
tory topology text; for instance, see [16]. Specifically, we use the Z, homology of d-dimensional Euclidean space R?.
We partition R into a complex of unit hypercube cells having the points of Z¢ as their vertices. Each d-dimensional
unit hypercube cell has as its neighborhood a set of 2d (d — 1)-dimensional unit hypercube facets, again having Z ¢
as vertices, and so on. In this complex, a k-chain is defined to be any finite set of k-dimensional unit hypercubes
having points of Z¢ as vertices. The neighborhood of a k-chain C' is the symmetric difference of the boundaries of
its hypercubes; that is, it is the set of (k¢ — 1)-dimensional hypercubes that are on the neighborhood of an odd number
of the k-dimensional hypercubes in C. A k-cycle is defined to be a k-chain that has an empty neighborhood, and a
k-neighborhood is defined to be a k-chain that is the neighborhood of some (& + 1)-chain. For quite general classes of
cell complexes in R? (and even more complicated topological spaces), every k-neighborhood is a k-cycle, but in R,
the reverse is also known to be true: every k-cycle is a k-neighborhood.

Now, note that the given points « and v are in the complement of S, i.e., in V' \ S where V is the set of vertices in
M. Since V'\ S is connected, we can find a path » connecting u to v by a sequence of adjacent points in V' \ S. We
also find an edge ¢ connecting  to an adjacent point of Z¢ in S, an edge e, connecting v to an adjacent point of Z¢
in S, and a path p, connecting these two interior points by a sequence of adjacent points inside S (since S is connected
as well). The union of p1, p2, and {e;, e2} forms a 1-chain in the cubical complex described above. Moreover, this is
a 1-cycle, because it has degree two at every vertex it touches. Therefore, it is the neighborhood of a 2-chain C'; that
is, C'is a set of squares and p; U pa U {e1, ea} is the set of edges in the cubical complex that touch odd numbers of
squares in C',

Next, let U be the subset of R formed by a union of axis-aligned unit hypercubes, one for each member of V' \ S,
and having that member as its centroid; note that these hypercubes do not have integer vertices. Let By be the (d—1)-
neighborhood of U, i.e., By consists of a collection of (d — 1)-dimensional unit hypercubes that again do not have
integer vertices. Now look upon C and By as two sets of points in R, Let G be the intersection of these two sets,
ie., G=CNBy.

To understand the structure of G, consider the intersection of a square s of C and a (d — 1)-dimensional hypercube
h of By. Observe the following: (1) all points in s have at least (d — 2) coordinates with integer values, (2) the
locus of points in & that have at least (d — 2) coordinates with integer values is a set of (d — 1) line segments that
intersect at the centroid of h, and (3) if s intersects h, there are two adjacent vertices of s such that one is in S and the
other in the complement of S. Thus, if s and i meet, they (see Figure 5) do so in a line segment of length 1/2, that
connects the centroid of i (where it is crossed by one edge of the square) to the centroid of one of its neighborhood
(d—2)-dimensional hypercubes. Therefore G, the union of these line segments, can be viewed as a graph that connects
vertices at these points. The degree of a vertex at the centroid of 4 is equal to the number of squares of C that touch
that point (which is at most 2(d — 1)), and the degree of the other vertices can only be two or four depending on which
of the four vertices of the square defining the vertex is interior to U.

_ By

_— C
Edge of G
Vertices of GG

Figure 5: Vertices and edges of G formed by the intersection of squares in C' and (d — 1)-hypercubesin By.

Since the neighborhood of C crosses By only on the two edges e; and es, these two crossing points have odd
degree and all the other vertices of G have even degree. Any connected component of any graph must have an even
number of odd-degree vertices, so the two odd vertices e; N By and e2 N By must belong to the same component and
can be connected by a path p3 in G.
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Each length-(1/2) segment of p3 belongs to the neighborhood of a single hypercube in U, which, in turn, has as
its centroid a point of B, our boundary of S. Let p4 be the sequence of centroids corresponding to the sequence of
edges in p3. Then p4 starts at «, and ends at v. Further, at each step, from one edge in p3 to the next, either the current
point from B in p4 does not change, or it changes from one point in B to an adjacent point (when the corresponding
pair of edges in p, form a 180° angle on two adjoining hypercubes), or it changes from one point in B to a point at
distance v/2 away (when the corresponding edges in p, form a 270° angle across a concavity on the neighborhood of
U). Corresponding to both these changes there is a virtual edge in E,, that can be used to connect the distinct points in
P4.

So, we have constructed a path in £, between an arbitrarily chosen pair of points u, v in B, and therefore the graph
(B, E,) is connected. O

Theorem 3.8 implies that the d-dimensional mesh can sustain a fault probability inversely polynomial in d and still
have a large component whose expansion is no more than a factor of d worse than the original. In the next section, we
elaborate on the significance of this result.

4 Conclusion

In this paper, we presented a general technique for determining the robustness of the expansion of different graphs
against both adversarial and random faults. For random faults, we have come up with a new parameter, the span,
which allows us to prove a strong result regarding the robustness of high dimensional meshes. Among other things,
this result can provide useful insights into the robustness of peer-to-peer networks like CAN [28], which behaves like
a d-dimensional mesh in its steady state. Basically, we have shown that CAN can tolerate a fault probability which is
inversely polynomial in its dimension without losing too much in its expansion properties.

For the 2-dimensional mesh, our result is related to the line of research followed by Raghavan [27], Kaklamanis
et. al. [17] and Mathies [26] who show that despite a constant fault probability (of as high as 0.4) a mesh with random
failures can emulate a fault free mesh using paths with stretch factor at most O(log n). Since the diameter in a graph of
expansion a is O(a~! logn) [24], our technique gives essentially the same result albeit with a lower fault probability.
Additionally, for meshes of constant dimension greater than 2 our results imply a O(log n) dilation for path lengths,
and hence a way to generalize these earlier results to higher dimensions.

The strength of our technique is that it is able to yield results for the 2-dimensional mesh which are comparable to
previous results while giving new results for higher dimensional meshes and providing a general method suitable for
analyzing any network whose span can be estimated.

As an aside we note that in an exciting new work, Angel et. al. [4] have shown that the dilation of the mesh does
not suffer up to the critical probability and additionally it is possible to find paths between connected vertices which
are no more than a constant times the length of the paths between them in the fault-free mesh. However, their work is
silent on the question of congestion of path systems in the faulty network.

Open problems

We conjecture that the butterfly, shuffle-exchange, and de Bruijn graph all have a span of O(1), which means that they
can tolerate a constant fault probability. Though the span may provide tight results for these graphs, the exponential
dependency of the fault probability on the span does not really give useful results if the span is beyond log n. Hence,
either a better dependency result or a parameter better than the span is needed. Clearly, as mentioned in the introduc-
tion, having a parameter that can accurately describe the fault tolerance of graphs w.r.t. expansion under random faults
would be very useful for many applications.
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