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» BioSecure — EU IST FP6 Project
started July 2004; end September 2007
3mio euros funding from European Commission
see http://www.biosecure.info  link to BMEC2007 or
http://www.int-edu.eu/biometrics/BMEC2007
®» Liaison Member of ISO SC37 since Feb 2006
» Membership of BioSecure
Technical coordinator Bernadette DORIZZI  (GET-INT, France)

Approx. 30 partner organizations
(mainly academics)

Industrial Committee including industrials and end u sers
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Evaluate and integrate the research activities and
Infrastructures of the members

Explore the technical and non-technical issues arisin g during
the deployment of applications in collaboration with industry
and end-users

Establish a link between research and standardization bodies
Facilitate dissemination and training activities
Promote usage of reference systems for biometric evalua tions
Conduct multimodal biometric evaluations:

started with BMEC 2007
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internal evaluation with mainly participants from t he network
operational issues to solve:
distribution of multimodal data not yet possible

evaluation on unseen data (to avoid the bias of usi  ng evaluation
data for optimization)

Distribution of development data :
monomodal data for monomodal experiments
scores of reference systems for multimodal experim ents
Evaluation steps:
Participants give their executables
for monomodal experiments and
for fusion of scores of reference systems

The organizers run the algorithms on the sequestere ~ d monomodal
data and run the fusion algorithms on sequestered reference
systems scores

Final common presentation of the results
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» Deadline for participant registration : 15 May 2007

» Development Databases available: May 2007
» Deadline for algorithms submission
momodal algorithms: 15 June 2007
multimodal fusion algorithms: 15 July 2007

» Results available on the web site: September 2007
® Final public Workshop : end of September 2007
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3 different datasets  recorded by 10 BioSecure partners (multi-site),
more than 450 subject, 2 sessions (less one month time lag)

DS1 ("internet talking face" recorded through the internet)

DS2 ("acces control" laboratory database with face, iris, speec h,
fingerprint and hand modalities)

DS3 ("mobile " acquisition on a PDA in mobile, indoor/outdoor
conditions of talking faces, fingerprints and dynam Ic signatures

for BMEC 2007:
"access-control data" campaign organized by Univers ity of
SURREY and

"mobile data" campaign, organized by GET-INT
focus of this presentation : mobile data set evalua  tion
campaign
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®» Modalities :
2D face on video sequences
Fingerprint
Signature
Talking-faces
®» Objective :
Test the robustness to degraded conditions
Test the robustness to forgeries
®» Major Novelty :

Investigation of the robustness of biometric systems against
some realistic intentional forgeries attacks
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®» Principle:
Fusion of 3 monomodal scores:
2D face
Fingerprint
Signature
®» Test:

Performance in degraded conditions
The robustness to forgeries

®» Major Novelty :

It is the first large-scale evaluation of multimodal biometric
fusion algorithms
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®» 4 monomodal databases (extracted from the "mobile dat a set")
2D face

Fingerprint
Signature
Talking-faces

®» Multimodal fusion database with scores provided by ref erence
systems :

2D face ref. sys. : BioSecure BU (eigenface approach)
Fingerprint ref. sys. : NIST (minutiae approach)

Signature ref. sys. : BioSecure GET-INT (Hidden Markov
Models approach)

MEC 2007 for BTAS 2007, 27-29 Sept. Washington DC presented by D. PETROVSKA, GET/INT 9



WV 9%

BIOSECURE

AW he BioSecure database permits

«fusion of real multimodal data (not chimerical —mix ed
modalities of different users)

«multi-site (European) database

ADevelopment database ( 50 subjects)
«distributed to participants
«monomodal databases

«scores of references systems -
for BMEC 2007: 2Dface, fingerprints and signatures.

AN est (evaluation) database
«430 subjects (no overlap with development database)
«sequestered monomodal data
«sequestered scores of reference systems for fusion
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» Data: video sequences (.avi) in which a short phras e in English is
pronounced of duration ~ 10s

2 indoor video files acquired during the first sess ilon
2 outdoor video files acquired during the second se ssion
realistic forgeries created a posteriori
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2 right index fingerprints acquired during the first ses
2 right index fingerprints acquired during the second s
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5 genuine signatures acquired during the first session

15 genuine signatures acquired during the second sess lon
20 skilled forgeries acquired during both sessions

5 "regain” forgeries created a posteriori

X coordinates

Y coordinates

0: acquisition process

acquisition time did not work
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random forgeries : present randomly chosen signatures o f
another subjects;

skilled forgeries: each subject imitates two different signatures
after a small "training" time (dynamic imitation of the static
signature);

"regain” signatures: automatically generated dynamic signature

using only the static signature as an example.
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Data: access = a set of 3 scores ; one per modality

377.186897 0.9239665

fingerprint 2D face

4 client accesses

20 impostor accesses for which the impostor scores
using random forgeries for each modality

20 impostor accesses for which the impostor scores

using skilled forgeries for signature and random fo
other modalities
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ROC curve

DET curve

Equal Error Rate (EER)
Operating Point (OP)

Failure to Match Rate (FMR):
Proportion of tests for which the

} eat 90% interval confidence

system is unable to produce a score
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just became available
first roc, det.... calculated

not yet done: a deeper overview about the analysis
submitted systems

this presentation:
a snapshot of some results with dynamic signature exp
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Participants

EER (in %)

13.14

11.24

8.07

8.03

6.58

6.14

5.61

5.18

5.12

Ref. Syst.

4.88

4.16

4.03
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Participants

EER (in %)

30.39

29.14

24.31

21.45

18.03

17.71

17.48

16.09

Ref. Syst.

15.36

14.14

13.58

13.43
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Participants

EER (in %)

26.98

20.78

20.11

Ref. Syst.

19.81

18.78

18.78

18.58

16.46

14.11

13.67

12.41

10.71
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preliminary conclusions from signature monomodal evals:
nature of forgeries is important
EERrange:4 - 5- 13 ; 13- 15-30;10 -19-27%
(in red : reference system results )

different systems perform differently regarding the
Impostures

more incoming work to analyze the
monomodal and
multimodal results
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More details about BMEC 2007 could be found in publ ic deliverables of
the BioSecure NoE ;

Distribution of

reference systems used during BMEC 2007 (2D face,d ynamic
signatures) and another ones (iris, hand) developed within
BioSecure project including : open-source programs, How-tos,
reference protocols on publicly available databases );

databases and scores for multimodal fusion:
through BIOSECURE Association (non profit organizat lon);

Preparation of new evaluations with the BioSecure M ultimodal
database (possibly within ICB 2008);

For all the above have a look at:
http://www.blosecure.info  link to BMEC2007 and/or
http://www.int-edu.eu/biometrics/BMEC2007

BMEC 2007 for BTAS 2007, 27-29 Sept. Washington DC presented by D. PETROVSKA, GET/INT

22



